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Abstract: The real-time of network security situation awareness (NSSA) is always affected by the state explosion problem. To

solve this problem, a new NSSA method based on layered attack graph (ILAG) is proposed. Firstly, network is divided into

several logical subnets by community discovery algorithm. The logical subnets and connections between them constitute the

logical network. Then, based on the original and logical networks, the selection of attack path is optimized according to the

monotonic principle of attack behavior. The proposed method can sharply reduce the attack path scale and hence tackle the state

explosion problem in NSSA. The experiments results show that the generation of attack paths by this method consumes

0. 029 s while the counterparts by other methods are more than 56 s. Meanwhile, this method can give the same security

strategy with other methods.
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0 Introduction

With the rapid development of the Internet, more
and more sophisticated attacks are used by attackers.
It becomes increasingly difficult to protect a network
from the intrusions using traditional network security
technology""?'. Thus, network security situation
( NSSA),

comprehensive and active defense, is of great interest

awareness which pays attention to
to the network security community.

NSSA is proposed by Bass, which is the perception
of the elements in the network environment, the
comprehension of their meanings and the projection

141 There are many

of their status in the near future
models that have been used in NSSA, such as attack
model™,  threat

propagation model"'”"* and Markov model™*.

graph model™®, attack tree

Although the attack-model-based approach can
the task of

developing a comprehensive and reliable NSSA model

provide accurate security strategy,

remains challenging. One key challenge is how to
Due to the

massive scale and complex structure of the network,

provide a defense strategy in real time*.
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state explosion becomes a critical factor affecting the
efficiency of NSSA model. To solve this problem,
defending the attack path with maximum possible is
proposed in Ref. [15]. However, the probability of
bypassing the protected path will significantly
increase when the number of attack paths grows
large. Kaynar, et al. utilized distributed computation
to attenuate this problem, but it needs extra
hardware support''™. Improving the real-time of
NSSA without reducing the accuracy is one of the
central challenges in the field of NSSAM.

This study proposes a new NSSA method based on
layered attack graph (LAG)

challenge. This method divides the target network

to overcome the

into several logical subnets with various sizes in the
light of the frequency of interaction between network
nodes. In this division result, the nodes in the same
logical subnet are linked closely and the nodes in
different logical subnets are linked sparsely. The
connections between logical subnets are generated in
term of the physical network. These logical subnets
and their connections constitute the logical network
attack process, the

structure. In the actual

Foundation items: National Natural Science Foundation of China (No. 61772478)

Corresponding author: ZHU Yu-hui (zhu425066454(@ foxmail. com)



ZHU Yu-hui, et al. / A network security situation awareness method based on layered attack graph 183

attacker’s behavior is monotonous''™). That is to
say, the attack path can be optimized by snooping
logical network structure. Based on the above
assumptions, the top-level attack graph on the basis
of the logical structure of the network and the
bottom-level attack graph on the basis of the
connection relationship between nodes in each logical
subnet are generated. When the attack target and the
attack source are in the same logical subnet, the
attack path is selected in term of the bottom-level
attack graph; When the attack target and the attack
source are in different logical subnets, the attack
path is selected in term of the top-level attack graph.
Based on two-layer attack graph, the reduction of
attack path scale is accomplished, and it effectively
solves the state explosion problem in NSSA. To
validate the
experiment is conducted in our lab. The experiment

effectiveness of our method., an
results show that this method can reduce more than
90% of the spatial-temporal consumption and give
accurate strategy.

This paper is organized as follows. The framework
of our NSSA model is present in Section 1. In Section
2, the proposed NSSA method is explicated including
the generation of layered attack graph and attack
path. Section 3 conducts experiments to evaluate the
efficiency of the model. Finally, we end up our

investigations with brief conclusion.

1 NSSA method

1.1 LAG

Attack graph model is used to depict the attack
which

transition process caused by multi-step attack., At the

behavior in network, shows the state
top-level, state nodes are generated according to the
different attack states of each logical subnet, and the
connections between state nodes in the top-level are
generated in term of the basic information of the
network; At the bottom-level,

generated according to the different attack states of

state nodes are

each physical node, and the connections between
state nodes in the bottom-level are generated in line
with the basic information of the network. And the
mapping relationship between top-level state nodes
and bottom-level state nodes is generated in the light
of the containment relationship between logical
subnets and physical nodes. ILAG can be used to
generate attack path from source state node to target
state node, and reduce the scale of attack path. The

definition of LAG is given below.

Definition 1 1 AG is represented by a five-tuple of
LAG=(S,V,L,E,A). The meanings of each part
are as follows:

1) S represents the set of state nodes. Each state
node S; contains four attribute values, S; = (SID,
HID/DID,PL,LF), where SID is the number of
state nodes, HID is the identity of target host, DID
is the identity of target logical subnet, PL is the level
of user privileges, LF is the level of state nodes, the
state node is a top-level node if the value of LF is 1,
and the state node is a bottom-level node if the value
of LF is 0.

2) V represents the set of vulnerability nodes.
Each vulnerability node V; contains four attribute
values, V,=(VID,HID,CVEID,P(VID)), where
VID is the vulnerability node number, HID is the
host number of vulnerability, CVEID is the only

representation of vulnerability in the general

P (VID ) is the success
probability of vulnerability utilization.

3) L={L;|i=1,2,++,N} is the set of hierarchical
relationships of the state nodes, where L, is the

vulnerability library,

collection of the bottom-level nodes contained in the
top-level state node S,.

4) ECSXVUV XS is the set of directed edges.
The state node points to the vulnerability node,
indicating that the vulnerability can be exploited in
the current state. The vulnerability node points to
the state node, indicating that the state can be
reached by vulnerability attack.

5 Y AP ;) €A, ACP;;) denotes the probability
that an attacker uses vulnerability to change from
state S; to state S;. The value of transfer probability
depends on the vulnerability of state transition.

1. 2 Situation awareness method based on LAG

This study bases NSSA on ILAG, which contains
the vulnerability information in the network system
and the state transitions information caused by the
exploit of vulnerabilities. And it is a two-layer graph
with the information of logical network structure.
Thus, the reduction of attack path scale can be
realized by avoiding the generation of unreasonable
attack path which is not coincident with the behavior
of attacker.

The NSSA model based on LAG can be divided
into three main parts, which are the generation of
LAG, the generation of attack path and the situation
assessment based on attack path, as shown in Fig. 1.
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Fig. 1 Framework of situation awareness based on LAG

2 Realization of NSSA

2.1 Generation of LAG

The generation of LAG includes two key steps:
dividing the network into several logical subnets by
using a community discovery algorithm; generating
LAG with relevant information, which contains

logical network structure and basic network

information such as node information, vulnerability
information, network connection, network
configuration, etc.

2.1.1

In this paper, the logical network structure is

Division of network

gotten by using the Louvain algorithm!® which is

19]

based on modularity"!”), Modularity is a common

criterion to measure the intensity of network
community structure. Higher value of modularity
indicates closer community structure.

Network system G=(V,E,W), where V is the
node in the network system; FE is the connection
between nodes in the network system, indicating the
communication connection between nodes in the
network system; W is the weight of the edges in the
network system, indicating the tightness degree of
communication between nodes in the network
system. The number of nodes in the network system

n=|V(G) |.
represented by adjacent matrix A,,. If A,

A network system with n nodes is
is 1, it
represents that there is network communication
And if A;; is 0, it

represents that there is no network communication

between node i and node j.
between node i and node j. The adjacency matrix
W, is the weight of edge. Larger value of W,;
indicates the closer connection between node ¢ and
node j. W,., is a directional matrix with weight. The

modularity with direction and weight is""

i [ i]&(cnc ),
w w

ji=1

w= >, > Wi, (D

i=1 j=1
where W represents a network with direction and
weight, w is the total weights of the edges of the
network, w? is the inbound weight of node j and w™
In Ref.[20],

partition algorithm of network based on modularity is

is the outbound weight of node i.

proposed.
Algorithm 1 Partition algorithm of network based
on modularity

Do.
Partl
Repeat
For (V;.V)
Divided each node V; in network G into a
subnet
End for
For (V;.V)
For (V;.V)
Delete the node V; from its subnet and add
the node V; to the subnet where the
adjacent node V; is located. Calculate the
modularity increment /AQ after joining.
End for
If AQ >0 then
Select the largest neighbor node of AQ. Add
node V; to the subnet where node V; is
located.
Else
Node V; remains unchanged.
End if
End for
Until AQ no longer changes.
End part 1
Part 2.

The subnet partitioned by Part 1 is regarded as a new
node, and the weights of the edges between new nodes are
determined by the weights between the subnets. The sum of
the weights of the edges in the subnet is the weight of the self-
loop edge of the new node.

End part 2

While (network system cannot be divided).
2.1.2 LAG generation algorithm

LAG includes state nodes, vulnerable nodes,

hierarchical relationship of state nodes, directed edge
and probability of state transition. The state nodes
are generated in line with the different vulnerability
states of each physical node and logical subnet; The
vulnerable nodes are generated on the basis of the
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vulnerability information and configuration defects in
the network; The hierarchical relationship of state
nodes is generated in the light of the inclusion
relationship between logical subnet and physical
nodes; The directed edges are generated in line with
nodes; The
probability of state transition is determined by the

the wvulnerability nodes and state

vulnerability degree given by the expert system. The
LAG generation algorithm is given as follows.
Algorithm 2

Generating vulnerability node set V'

LLAG generation algorithm

Generating the probability of vulnerability V
For (H,.H)
According to the vulnerability V; in host H;, generate
the bottom-level state node Sr.
End for
For (D;:D)
According to the vulnerability V; in subnet H,, generate
the top-level state node Sr.
End for
For (S;:S && LF=1)
For (S,:S && LF=0)
If (S,. HIDE S,. DID)
Recording the top-level state node S; contains

bottom-level state node S;

End if
End for
End for
For (S;:5)
For (V;.V)
If the vulnerability V; can be exploit in state S;,
generate edge S;—>V/.
End for
End for

2.2 Generation of attack path

Attack path is an effective mean to describe the
attack process. Analyzing attack path can discover
the critical path of attacker’s penetration and give
pertinent defense strategy. The definition of attack
path is given below.

Definition 2  Attack path r is the state transition
process of an attacker from the initial state to the
target state. R is the attack path set.

Definition 3  Attack success probability P(r)
refers to the probability that all state transitions in
the attack path are successful. For attack paths r=
S;—>S;,—>+—>S,, P(r)=P(S,|S)XP(S; |
S,) XX P(S,[S, ).

For network defenders, because of the large

number of network nodes, it is difficult to determine
the target of the attacker. Usually, the important
nodes in the network system are assumed the target
of attack, such as the data server in the network.
The attack source is found through real-time
collection and analysis of network data. The current
mainstream way is to identify the threat subject in
the network by using intrusion detection system
(IDS) early warning events. Because IDS alarm
information exist false and irrelevant alarms, this
study uses the intrusion alarm verification algorithm
based on environmental attributes proposed in
Ref.[21] to identify attacks in the network as the
source of attack. Note that the security event causing
the alarm is ¢, and the existence possibility of the

attack source ¢ is
P(t) — w XR(E +(l72 XR%r +CU3 ><RVU1 +w’l ><RCon9
)

where R(s is the correlation between alerts and target
operating systems, Rs. is the correlation between
alerts and target network application services, Ry, is
the correlation between alerts and target network
vulnerability information, Rg,, is the correlation
between alerts and target network security
configuration information and W=_[w sws sws sy ]* 18
a normalized weight vector. This paper uses W =
[0.11,0.23,0.28,0. 38]" provided by Xi, et al. The
existence possibility of attack source ¢ is P (z),
P()E[0,1], and higher value of P (¢) indicates
higher possibility of security incidents occurring.

For the certain attack source and target, all attack
paths can be found by searching the path between
two state nodes in the LAG. At the same time, in
order to reduce the scale of attack path, the method
in Ref.[18] assumes that the attack behavior of
attacker is monotonous, and the generation of attack
The attack

behavior of attacker meets the following rules:

path is constrained by attack rules.

1) Attack action can penetrate the sub network
area;

2) Attack action can reach a more important host;

3) Attack action can get higher permissions of the
same host.

Based on the above rules, the unreasonable attack
path can be avoided. Then, a generation algorithm of
LAG attack path based on the depth first traversal is
present.

Algorithm 3  Attack path generation algorithm

Create a stack theStack;



186 Journal of Measurement Science and Instrumentation

Vol. 10 No. 2, Jun. 2019

Start node start into stack;
Set node access state;
While (theStack is not empty) {
S=theStack. peek (). Unvisited;
If (stack top node has no access to neighbor nodes) {
TheStack. pop;
}
Else{
Set node access state;
TheStack. push (S);
}
If (attack path does not conform to attack rules) {
TheSack. pop O ;
}
If (the top node of the stack is same as the end of the
target node) {
Paths. add (theStack) ;
Set node access state;

TheStack. pop;

2.3 Node situation assessment based on attack
path

Ref. [11] takes the node occurrence frequency in
attack path as the
importance. Suppose that the set of attack sources
detected in the network is T=1{¢t,,t5,**,t,}. P(;) is
the existence probability of attack source ¢;. For the
state node S, N, is the frequency of S appearing in

evaluation index of node

partial attack paths with higher success probability,
and the security situation I(S) of the node is

1(S) = > P(t;) X N.. (3)
i=1

In the case of limited defense resources, the nodes
with higher security situation should be defended.

3 Experiment analysis
3.1 Experiment environment

In this section, an experiment is conducted in our
lab to wvalidate the effectiveness of the proposed
method. All program of the experimental operations
are performed on the same system platform
(processor of Intel® Core™ i7-6700 CPU 3. 40 GHz,
memory of 8. 00 GB, operating system of Windows
10 Pro) and programming environment (Java 1. 8).

The network topology in experiment is shown in
Fig. 2.

Web ‘192 168.1. 0/24' SQL
server server
Attacker

mﬂwz 168.2.0/24 ,g @
@n o

Y-
192.168.3.0/24]

F

o.¢
J ‘, ‘ User area

Smtp Ftp SQL

SErver  server  server

Fig. 2 Network topology in experiment

The network consists of three main areas: external
server area, internal server area and user area. The
external server area contains a web server and a SQL
data server for providing external web page browsing
and information storage. The network segment of
external services is 192. 168. 1. 0/24. The internal
server includes SMTP server, FTP server and SQL
server, for providing internal mail communications,
file transfer and data storage services. The network
segment of internal services is 192. 168. 2. 0/24. The
user area is in the segment of 192. 168. 3.0/24,
which contains 20 hosts. The attacker is outside the
network system and attacks the internal network
Hosts
information in network is shown in Table 1, and the

system through remote network connection.

access relationship between network segments is

shown in Fig. 3.

vl 192.168.1.024 )y

10.0.120.16/24 192.168.3.0/24 )

192.168.2.0/24 M~

Fig. 3  Access relationship between network segments

Due to the access control list (ACL) in router and

firewall, the access between each segments is
limited. The external network can only directly
access the external server area in the network
system; the external server and the internal server
cannot access other network areas; the user area can
access the internal server area and the external server
area. Using vulnerability scanning tools to scan each
segments, the network vulnerabilities information

can be obtained, which is show in Table 2.
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Table 1 Hosts information in network

No. Description 1P No. Description 1P

H, Remote Attacker 10. 0. 120. 16/24 Hiys Windows 10 192. 168. 3. 80/24
H, Web Server 192.168. 1. 10/24 Hy, Windows 10 192. 168. 3. 90/24
H, SQL Serverv 192. 168. 1. 20/24 His Windows 10 192. 168. 3. 100/24
H; Smtp Server 192.168. 2. 10/24 Hig Windows 10 192.168. 3.110/24
H, Ftp Server 192. 168. 2. 20/24 Hy; Windows 10 192. 168. 3. 120/24
H; SQL Server 192. 168. 2. 30/24 Hig Windows 10 192.168. 3. 130/24
Hs Windows 7 192. 168. 3. 10/24 Hg Windows 10 192. 168. 3. 140/24
H; Windows 10 192. 168. 3. 20/24 Hyy Windows 10 192.168. 3. 150/24
Hg Windows 10 192. 168. 3. 30/24 Hy Windows 10 192. 168. 3. 160/24
H, Windows 10 192. 168. 3. 40/24 Hy, Windows 7 192. 168. 3. 170/24
Hi, Red Hat Linux 7. 2 192. 168. 3. 50/24 Hos Windows 10 192. 168. 3. 180/24
Hp Windows 10 192. 168. 3. 60/24 Hy Windows 10 192. 168. 3. 190/24
H; Windows 7 192. 168. 3.70/24 Hjs Windows 10 192. 168. 3. 200/24

Table 2 Vulnerabilities information in network
CVE No. CVSS score Description Involved hosts

CVE-2011-0638 3.4 Execute arbitrary programs via crafted USB data Hs,H7sHysHizs Hoo s Hos
CVE-2014-6271 10 Execute arbitrary code via a crafted environment Hio
CVE-2013-2249 10 Mod_session_dbd module in the Appache HTTP Server H,
CVE-2018-8225 8.6 A remote code execution vulnerability exists in DNS Hy1,Hi2,Hig.Hy
CVE-2018-5703 10 A vulnerability in Linux kernel H,

3.2 Division of experimental network

The network system has been divided into three
parts by network configuration; external server area,

internal server area and user area. The external

the

independent with fewer nodes, so they need not be

server area and internal server area are

divided; the user area that contains a amount of

o 0 0 17 2 14 0 0 3
o 0 0 5 3 12 0 1
o 0 0 0 1 O 0 0 O
17 5 0 0 0 16 5 0 5
5 3 1 1 0 19 1 1 4
33 1 0 18 18 0 0 0 2
o 11 0 6 1 0 0 0 11
o 0 0 0 0 O O 0 O
21 0 5 4 2 9 0 0
_ 0o 0 0 0 6 6 0 0 4
017 0 6 1 0 23 0 9
21 0 0 8 7 2 0 4
1 3 1 3 2 1 2 2 4
2 4 0 4 0 0 5 0 O
o 1 0 4 5 2 5 1 6
0O 0 0 0 12 9 0 0 6
o 0 3 0 12 4 0 3 7
& 0 0 0 11 13 0 0 6
o 0 0 0 7 0 0 0 1
1 1 20 0 6 11 1 23 19

The network is partitioned by algorithm 1, and the

— o= N0 A RO O W OO Ao O VB NOo o oo

nodes is further divided in term of the frequency of
traffic interaction between network nodes.

This paper collects the frequency of traffic
interaction between network nodes from May to
August in 2018, and gets the frequency of traffic
interaction between network nodes in the network
system. And the frequency of traffic interaction
between the 20 hosts in the user area is stored in

matrix W as Eq. (4).

o 1 1 0 0 O O 5 0 1
7 2 9 5 3 0 0 0 0 1
o 0 6 0 0O O 2 O 0 5
6 0 6 5 4 0 0 O O0 O
1 9 8 2 6 11 12 11 7 6
O 5 3 0 2 7 4 13 0 11
23 2 5 10 7 0 0 O 0 1
o 0 7 0 2 0 3 0 0 17
8 4 7 0 6 6 6 5 1 15
0o 2 9 0 4 4 6 1 1
0O 0 8 23266 0 0 O 2 O S
0 2 6 0 0 15 18 1 6 4
2 2 0 4 4 3 4 2 6 2
9 0 6 0 5 15 18 1 6 4
210 8 5 0 O O 1 O O
0 16 7 1 0 0 15 5 5 0
0 19 8 2 0 15 0 8 8 22
o 1 4 0 1 5 0o 2 1
2 6 13 1 0 2 2 6
o 3 7 0 0 0 22 1 6 2
user area is further divided into four regions
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according to the partition result. The overall network
partition result is shown in Table 3, where D,
represents the external area of the network system.

Table 3 Segmentation result of network

No. Involved hosts

Dy H,

D H,,H;

D; Hs,H,, H;

Ds He ., Hy, Hn

Dy H7,Hiz . His . Hig s Hzo

Ds Ho, His s Hi7 o Hig s Ho1 s Haz s Has » Hag
Ds Hs . Hys . Hia s Hos

3.3 Spatial-temporal efficiency of attack path
generation

In the attack experiment, the attack T is detected
in the host H,, and the probability P (z) is 0. 66.
During the attack, the host H; and H; have
connection with host H;, and host Hy, and H;s have
connection with host H,. In the network system,
host H, stores important internal data, which is the
main defense object of the network system. In order
to verify the space-time efficiency of attack path
LAG, attack paths
generation algorithm 1 000 times to generate the

generation under run the

attack paths from attack source to defense object H, ,
based on the attack graph in Ref.[8] and LAG.
Table 4 shows the spatial-temporal efficiency of
attack path generation based on different models.

Table 4 Spatial-temporal efficiency of attack path generation

Model Time (s) Space (piece)
Attack graph 56 34 641
LAG 0. 029 16

From the data in the Table 4, it can be seen that in
the experimental environment, the time and space
consumption of the attack path generation based on
the LAG is only five in ten thousands of the attack
path generation based on the attack graph. And in
this experimental environment, the network system
only has 25 hosts, 5 different vulnerabilities and 13
vulnerable hosts. With the increase of network size
and the number of vulnerabilities in the actual
environment, the generation of attack path based on
LAG is more efficient.

3.4 Security recommendations

In this experiment, the attack graph is shown in
Fig. 4, and the LAG is shown in Fig. 5.

Fig. 4 Attack graph

The state nodes information is shown in Table 5,
and the vulnerability nodes information is shown in

Table 6. In Ref.[11],

appearing in attack path set is taken as the evaluation

the frequency of nodes

index of node importance, and 10 attack paths with

Fig. 5 Layered attack graph

the highest success probability are selected for
comparison analysis. The top 10 attack paths
generated by LAG are shown in Table 7, and the top
10 attack paths generated by network attack graph
are shown in Table 8. The statistical results of the
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frequency of each node are shown in Fig. 6.

Table 5 Information of state nodes

No. Description Relationship No. Description Relationship

S() <S<) ,Ho ,Root, 1) Ly= {} Sg <Sq ,Hls ,Root,0) L= <>

51 <S1,H1,Root,l> 1‘1:{} Sw <510,H20.R00t,0> LIO:U

Sz <Sz,H1»ROOt,]> Lg:{} S]] <SllyH2371{OOt70> 1411:{}

Sg <53.H6.R00t,1> Lg:<} S]g <S|2,D().R00t,1> L]z:{S()}

S (Sy,H7,Root, 1) L,= {} Si3 (S13.,D;,Root, 1) Lis= {Sl>

55 <S§.H9,R00t,1> L3:<} 514 <S]4,D2.R00t71> Lu:{Sz>

SG <S(3,H1(),ROOI,1> L(,:{} S]; <S|5.D3.ROOI,1> L];\:<S‘3,S;,S7}
S7 <S7,HH,R001,0> 147:{} S]5 <516.D1,R001g1> 1416:<S1,Sg,510>
Sg <Sg,H12,ROOT,0> Lg:<} S]7 <S|7,D5.R00t,1> L|7:<56.59g511>

Table 6 Information of vulnerability nodes

No. Node information

Vi (V1,Hs,CVE-2011-0638,0. 1)
Ve (Vy,H7;,CVE-2011-0638,0. 1)
Vs (Vs,Hy,CVE-2011-0638,0. 1)
Vi, (Vy+Hi2,CVE-2011-0638,0. 1)
Vs (V5,Hj ,CVE-2011-0638,0. 1)
Vi (V¢+Hs;,CVE-2011-0638,0. 1)
\4 (V7,Hy,CVE-2014-6271,0. 7)
Vs (Vs,H;,CVE-2013-2249,0. 7)
Vy (Vy,H ,.CVE-2018-8225,0. 5
Vio (V1osH12,CVE-2018-8225,0. 5)
Vi (V11,H5,CVE-2018-8225,0. 5)
Viz (V12+Hy ,CVE-2018-8225,0. 5)
Vi (Vi15,.H,,CVE-2018-5703,0. 7)

Table 7 Attack paths with top 10 success probability by LAG

Attack path Success probability

So—S1—S3—S6—S, 0.034
So—S51—555—5S—S: 0. 034
Sp—819583S9—S2 0.025
So—=S1S5S9—S: 0. 025
So—S1—S5—Ss—Ss—S: 0.019
So—=8153>510>S6 Sz 0.019
So—S19S55Ss—Ss—S2 0.019
So—S1—5S5—S10—Ss—S2 0.019
So—S1—S3Ss—Se—S2 0.013
So—S1—S3—S10—Sy—S> 0.013

Table 8 Attack paths with top 10 success probability by attack
graph

Attack path

Success probability

So—S19S35S5—S, 0.034
50451455456%52 0. 034
So—S51—553—S9—S: 0.025
Sp—81985—S9—S2 0.025
So—S1—S3—5S5—Ss— S 0.019
So—S1S3—S109Ss—S2 0.019
So—S1S5Ss—Ss—S2 0.019
So—S1—9S5—S10—Ss—S> 0.019
So—S1S5S6—Sy—S2 0.017
So—S1S5S7—Ss—Sz 0. 017

From the view of node occurrence frequency,
except attack start state nodes and target state
nodes, the state nodes with the highest frequency in
the two attack paths are nodes {S,,S;,Ss}, and the
If the

defense resources are limited, the three hosts should

corresponding hosts are { H;, Hy, Hy }.

be defended priority. In addition, compared with the
LAG, the state node S; appears in attack graph. In

the attack path which contains state node S;, S; and
S; belong to the same subnet with the same privilege.
Attacker can reach the state node S; directly after
reaching the state S;, and it is unnecessary to attack

Sr.

—_
(=

I Layered attack graph
[ Attack graph

Frequency
S = N W KA L N 9 0 O

01 23 45 6 7 8 9 1011
Node number

Fig. 6 Frequency of different nodes in different attack path sets

As whole, the frequency trend of each node in the
two attack paths is concordant. If choosing different
numbers of nodes for defense, we can provide the
same security strategy. But the space-time efficiency
of using LAG to generate attack path set is more
effective than that
Therefore, the attack path generation based on the

of network attack graph.
proposed LLAG can effectively reduce attack path

scale.

4 Conclusion

In this paper, by optimizing the selection of attack
path based on the monotonic principle of attack
behavior, the state explosion problem in NSSA has
been tackled. Furthermore, experiment results have
shown that our method can significantly improve the
real-time of NSSA without reducing the accuracy.

There are still some problems in this method. The
affect the
performance of NSSA, which can be controlled in the

number and size of subnets will
community discovery algorithm. In the future, these
problems will be focused in the light of defense
demand.
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