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Design of iris recognition system based on DSP and ZigBee
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Abstract: Due to complex computation and poor real-time performance of the traditional iris recognition system, iris feature is

extracted by using amplitude and phase information of the mean image blocks based on Gabor filtering on image, and the k-

nearest neighbor algorithm is combined to complete iris recognition function. The recognition reduces the recognition time and

improves the recognition accuracy. At the same time, identification result is transmitted to the cloud server through ZigBee

network to solve diffcult wiring problem. The experiment shows the system runs stably and has fast recognition speed. It has

been applied to a security system.
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0 Introduction

The iris is a fabric-like color ring between the pupil
and sclera in the eye, and its advantage is more
precise than other biometric features. At present,
there are three most common iris recognition
algorithms, that are the iris texture phase coding
algorithm proposed by Prof. Daugman'*', the
algorithm of Wildes Gaussian filter to decompose iris
different ) and  the iris

recognition algorithm based on wavelet transform

images at resolutions

proposed by Boles'*). Although the iris recognition
system based on the three algorithms has a higher
recognition rate, it has shortcomings such as a large
computational complexity, a high degree of procedure
and poor real-time performance.

At present, there are some problems about iris
recognition equipment, such as low recognition rate,
complicated wiring and inconvenient data reading.
Combined with the
capability of digital signal processor (DSP), an

powerful data processing
improved iris feature coding algorithm is designed,
and the iris recognition system based on DSP and
ZigBee is constructed by combining the advantages of
ZigBee and low power. They can be obtained that the
recognition time of the iris recognition system is
1.2 s, and the recognition accuracy rate is greater
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than 96%. The system has been successfully applied
to a security system in a factory because of its small
operation, fast processing speed, high accuracy, low

power consumption and convenient wiring.

1 Opverall design of system

The iris recognition system based on DSP and
ZigBee is mainly composed of iris image acquisition,
processing and display, data storage, human-
computer interaction, ZigBee network and cloud
server.

The structure of iris recognition system is shown

in Fig. 1.
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Fig. 1 General design structure of iris recognition system
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The system uses the ZigBee network to send the
processed results to the cloud server, thus generating
an iris recognition record. The system utilizes the
high efficiency of DSP local computation, the
characteristics of low power consumption and stable
transmission of ZigBee wireless network to make the
iris recognition rate be high, and it is convenient for
remote management.

2 Iris recognition algorithm and
transplant

Iris recognition algorithm mainly includes three
aspects of iris image preprocessing, iris feature

extraction and coding, iris feature matching.
2.1 Iris image preprocessing

The iris image preprocessings are mainly composed
of the accurate localization of inner and outer circles
of iris image, the normalization of iris image and the
enhancement of iris image by the algorithm.

Histogram statistics are applied to the collected iris
images, and the appropriate threshold for the pupil
segmentation recognition can be found according to
the histogram characteristics. The canny operator is
used to recognize the edge of the pupil, and then the
least square method is used to fit the inner circle of
the iris image. A wide range of calculus operator
method is made to achieve the outer circle. The inner
and outer circle localization process of iris image

shown in Figs.2 and 3 shows the effect of
positioning.
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Fig. 3 Iris positioning effect

Based on the iris image processing, the results of
inner and outer circle positioning are combined with
the recognizable features of iris image to change its
coordinates into polar coordinate system. The image
is normalized to 512 X 64 pixel, and the image
enhancement display is accomplished by histogram

method.  The

enhancement of iris image are shown in Fig. 4.
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Fig. 4 Normalization and enhancement of iris image

2.2 Iris feature extraction and coding

In order to avoid the influence of the Gabor filter in
, 24 filter
groups (4 directions, 6 scales) are used to filter the

different scales on extracting iris features'"

previously normalized images, so that the feature
information of the collected iris images can be
obtained. The filtering results on different scales and
directions are shown in Fig. 5.
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Fig. 5 Comparison of filtering results in different scales and
directions

The phase information can effectively reflect the
current texture of the phase information, but cannot
reflect its energy, while the amplitude mean is able to
effectively respond to the size of the texture energy,
but can not characterize its phase information.
Therefore, an improved iris coding method is
proposed on the premise of reducing the information
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redundancy.

First of all, the filtered iris image is segmented
into 32 image blocks, each one is 32X 32 pixel, and
0,1,2,--+,31. And then

of each image block is

each one is defined as B;, j=
the amplitude mean /jgl
extracted to form the first part of the eigenvector.
The second part is composed of the phase information
of each image block. This method can not only
preserve the global characteristics, but also highlight
the energy efficiency effect of local features. The
specific phase encoding method is expressed as
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where 4, and y; are the real part and imaginary part of
the image block B; under the filter, respectively. The
iris eigenvector F is expressed as
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indicates that image block B; is encoded
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under the filter phase. The iris eigenvector coding

process is shown in Fig. 6.
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Fig. 6 Iris feature extraction process

In order to eliminate the dimension influence of
two parts in eigenvector, the Euclidean distance and
Hamming distance must be computed separately
before and after the eigenvector, then the two
distances are finally added as the final recognition

distance.

2.3 Iris feature matching

After extracting eigenvector, the similarity of two
iris eigenvectors is computed by the A-nearest
neighbor algorithm (KNN),
method based on k-nearest neighbor algorithm is to

The iris recognition

find the k-nearest neighbor of the sample in the
library composed of N samples. The iris image to be
identified is classified as £ when and only the variance

( WED)

between the eigenvector of the iris image and the k-

reciprocal weighted euclidean distance
class eigenvector is minimized. The calculation of W,

is completed by

= > L, @
i=1

where f; represents the i feature in the unknown
sample; the f* and 8% represent the mean and
variance of the 7 characteristic of the category £ iris
image, respectively; and N in the formula represents
the total number of features in the library.

2.4 Iris recognition algorithm transplantation

The software part of DSP system mainly includes
the driving task and the applications of the two big
In this system, the driving task controls
and initializes the camera, SDRAM memory,
keyboard chip ZLLG7290 and speech codec chip
TLV320AIC23 through the I2C protocol. The
applications are made to design a multi-task iris

classest™,

recognition system code on T1’s BIOS system. The
system is designed to add idle tasks (TSK idle),
image acquisition and display tasks (TSK cap_dis),
image preprocessing tasks (TSK_ preprocess), iris
feature coding (TSK feature code), iris matching
tasks (TSK_ match), as well as the iris registration
task (TSK_enroll). The priority of all tasks is set as
2, and the semaphores are used to complete the
switch among different tasks. Multi-task based on
DSP/BIOS system is shown in Fig. 7.

The TSK cap dis task is working for image
acquisition and display, the main function of the task
is to start and synchronize the camera, and the image
data is moved to the image display buffer to be
The TSK _preprocess task is to
preprocess the iris image according to the designed

displayed for use.
preprocessing algorithm. In order to obtain the
normalized iris image, the TSK feature task is used
to complete the iris feature extraction and coding,
and obtains the iris moment which can be used for
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recognition based on the improved algorithm. The
TSK_match task is made to realize two iris matching
based on the neighbor

calculations k-nearest

algorithm,
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Fig. 7 Multi-task design of iris recognition system

In addition, because the system will involve the iris
registration, it is necessary to set up an external
hardware interrupt. Once the external interrupt
captures the interrupt signal, the system will be
immediately enter the interrupt to trigger the iris
registration task, and the extracted iris feature data
will be stored in the external expansion of iris feature
library.

In the design of DSP embedded iris recognition
system, 128 KB of the L2 can be used for storing
bootloader code and Gabor template to improve the
system and program’s fast reading of common data.
The 128 KB is used to store the cache, which can
greatly improve the running rate and efficiency of the
system. At the same time, the external extended

SDRAM is divided

temporary variables, system stacks, iris images and

into 8 blocks for storing

other information.

3 Designs of ZigBee network and cloud
server

3.1 ZigBee network design

In order to (facilitate wiring in complex

environment, reduce the use of cables and increase
the coverage of the network, a mesh network
topology of the ZigBee network is used as a data
transmission carrier. A number of iris recognition
terminal modules can be installed in different
locations. If the end device is far away from the
coordinator, multiple ZigBee routers can be added to
achieve wireless transmission of data between end
device and the coordinator.

The data obtained from DSP can be sent out by
using the MCBSP interface on the DM642, The
system will transfer the data to the ZigBee wireless
network, so that the data can be transmitted to the

cloud accurately.
3.2 Cloud server design

Because the transmission speed of ZigBee module is
not fast, and the design of transmission is only the
corresponding identification code, so CH340T chip is
used, and the ZigBee
connected to the cloud server from USB interface.

network coordinator is
When the cloud server receives the iris identification
code, the host computer calls cloud database, then
identifiable individuals can be identified.

The server can send application programming
interface ( API) instruction to command the end
device to enter a low-power sleep mode, thus system
reduced, so it’s more

power consumption is

environmental friendly and energy-saving.

4 Results

The iris recognition system processing period is
only about 1. 2 s in the processing iris image of 320X
280 pixel of 8 bit, basically satisfying the real-time
request.

We select 910 iris images, and values of £ are 1, 2,

3, 4, respectively. Recognition rates are shown in
Table 1.

Table 1 Recognition rate under different k values

k Recognition rate (%)
1 79.5
2 85.3
3 96. 8
4 89.7

The experiment shows that the system recognition
rate can reach 96.8% when # = 3. That is, the
sample to be recognized is the reciprocal weighted
euclidean distance (WED). Taking 3 neighbors of
unknown sample, and identifying the majority of
3 neighbors, so that the samples identified can be
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grouped into the same class.

The accuracy rate of traditional iris recognition
algorithm is about 90%, and the processing time is
about 1.5 s or longer. The accuracy rate of algorithm
proposed in this design can reach 96%, and the
recognition time is shortened to 1.2 s. It is a big
boost.

5 Conclusion

Combining with the advantages of DSP and
ZigBee, the iris recognition system was designed.
Based on Gabor filtering, the iris feature was
extracted by using the amplitude mean and phase
information of the block image, the iris recognition
function was accomplished by the k-nearest neighbor
algorithm, and the recognition result was transmitted
to the cloud server through ZigBee network. This
method can effectively solve the problems of complex
structure, large computational complexity, poor real-
time performance and wiring difficulty in iris
recognition system. The test shows that the system
runs stably, the response speed 1is fast, the
recognition rate is high, and the layout is convenient.
It can be widely used in the field of personal

identification, such as security secrecy and electronic

commerce.
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