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Abstract — A new authentication scheme based on a one-way hash
function and Diffie-Hellman key exchange using smart card was prop-
osed by Yoon et al. in 2005. They claimed that the proposed protocol
is against password guessing attack. In this paper, the author dem-
onstrate that Yoon's scheme is vulnerable to the off-line password
guessing attack by using a stolen smart card and the DoS attack by
computational load at the remote system. An improvement of Yoon's
scheme to resist the above attacks is also proposed.
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1 Introduction

A number of studies for smart card authentication
without storing password verification tables in the remote
system have been proposed. In 2000, Hwang and Li prop-
osed a new remote user authentication scheme that does
not store the password or verification tables in the remote
systemm. Sun proposed an efficient and practical remote
user authentication scheme to reduce communication and
computation costs using a hash function” . Compared
with Hwang’ s scheme requiring exponent operations,
Sun’s scheme is much more practical and efficient. Wu
and Chieu proposed a modified version of Sun’s scheme
that required the assignment of un-human lengthy
password:”:. However, Ku et al.” and Yoon et al.'®
showed that Wu’s scheme has security flaws: an off-line
password guessing attack, an impersonation attack using
stolen smart card, forgery attack, and privileged insider’s
attack. In addition, Sun et al.”’ showed that Wu’ s
scheme is not secure under the smart card loss assumption.

These schemes do not satisfy some requirements ™’ for
password authentication using smart card: mutual authent-
ication and session key agreement. Recently, since com-
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puting resources have grown extremely, several authenti-
cation schemes based on Diffie-Hellman'' providing mu-
tual authentication and session key agreement have been
proposed in Ref.[6], Ref.[8], and Ref.[10]. In 2003,
Yoon et al. proposed a new authentication scheme based
on a one-way hash function and Diffie-Hellman key ex-
change to provide mutual authentication between the user
and the remote system[(’] . In 2006, Liao et al.” and Liaw
et al."" proposed a user authentication scheme using Dif -
fie-Hellman key exchange protocol. Unfortunately, we
point out that Yoon’s scheme is vulnerable to the off-line
password guessing attack by the use of a stolen smart card
and the DoS attack by computational load at the remote
system. The attacker can obtain sensitive information in
smart card by power analysis attack " .

In this paper, we will first review Yoon’s scheme,
and then demonstrate its security flaws. Furthermore, we
propose our improved scheme of Yoon’s scheme and ana-
lyze the security of our improved scheme.

2 Review of Yoon-Yoo's scheme

In this section, we briefly review Yoon’s scheme.
Like other authentication schemes using smart card, there
are three phases: a registration phase, a login phase, and
a session key agreement phase.

2.1 Registration phase

The user U; submits his identifier ID; and chosen
password PW; to the remote system. These private data
must be sent off-line or over a secure channel. Upon re-
ceiving the registration request, the remote system per-
forms the following steps:

Setp R1

Compute A; = h(ID;,z) , where h () is a one-way
hash function.
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Step R2
Compute B, = A, @ PW, , where @ is a bit-wise 2.3 Session key agreement phase
XOR operation.
Step R3 The remote system and the smart card execute the

Issue the smart card with secure information {ID,,
Bi ,h(),P,g} to the user [JZ .

User U; Remote System
Registration Phase:
Select ID, PW, 1D. P#; 4,= (D, x)
B; = 4i@PW;
Store ID,, B;, h(+), p, g in Smart Card
Smart Card
Login and Session Key Agreement Phase:
Input ID, PW,"
A4, = B.@PW,
Choose ¢ GZP' {D, C\}
C) = g"(modp) Verify ID;
4;" = h(ID, x)
Choose s € 2,
sk=(C1)’ = g” (modp)
(G5} G2 =g'(modp)
sk'_: (G =g° (r‘nodp) 2, (3 Cs =h(ID,, 4;, sk, g(modp))
Cs' =h(ID, 4, sk, g(modp))
Verify C; = C5°
= oy C. . N
Ca=hiD, 4y sk, gmod)) A8 | oe_yp, 4, sk g(modp))
Verify Cy = Cy
Session Key: sk = sk’ = g*(modp)
Fig.1 Yoon-Yoo's authentication scheme
User U; Remote System
Login and Session Key Agreement Phase:
Input ID, PW,”
A, = B®PW,
Choose a, c € Z,,'
Cr1=4; ®a
Ci2 = g(modp) {ID, Cy,, C2, C13}
Ci3=hID, Cy., Ci, 4, @) Verify ID;
A" = h(ID, x)
Compute a"=C1.1®4;
Verify C3
Choose s €2,
sk =((C12))" = g” (modp)
C; = g'(modp)

{Cy, G5} Cs = h(ID,, 4, sk, g°(modp))

sk = (CY = g (modp)
Cs =h(ID, 4,, sk, g(modp))
Verify C; = (e

Cy=h(D, 4, 5K, g(modp)) G} =MD A" )

Verify Cy = Cy
Session Key: sk = sk” = g*(modp)

Fig.2 Proposed authentication scheme

2.2 Login phase

When the user U, wants to log on the remote system,
the user attaches the smart card to the card reader and en-
ters his identity ID; and password PW, . Then the smart
card performs the following steps:

Step L1

Extract A; = h(ID;,x) from the smart card by com-
puting B, @ PW, .

Step 1.2

Choose a fresh random value ¢ € Z, and compute
C, =g (modp).

Step L3

Send a message m = {ID; ,C, | to the remote system.

following steps for mutual authentication and session key
agreement between the user U; and the remote system.

Step S1

The remote system computes A, = h(ID:,x),
chooses a fresh random value s € Z, , and then computes
sk = (C) = g"(modp),C, = g (modp), and C; =
h(ID.,A! ,sk,g (modp)) . The remote system sends the
message (C,,C;) to the smart card.

Step S2

The smart card computes st = (C,)° = g* (modp)
and C; = h(ID,,A,,s¢" ,g (modp)) and compares C;
with C; . Finally, the smart card computes C, = h(ID;,
A, ,sk" ,g (modp)) and sends this authentication token to
the remote system.

Step S3

The remote system computes C, = h(ID;,A; , sk,
g’ (modp)) and compares C, with C, .

3 Cryptanalysis of Yoon-Yoo's scheme

This section demonstrates that Yoon-Yoo’s scheme is
vulnerable to two attacks: an off-line password guessing
attack by the use of a stolen smart card and a DoS attack
by computational load at the remote system. We omit
(modp ) to simply represent.

3.1 Off-line Password Guessing Attack

Since user’s password is the value of low entropy,
authentication schemes based on password should be
against various password guessing attacks. Unfortunately,
Yoon’s scheme is vulnerable to off-line password guessing
attack by using stolen smart card. Suppose that an attacker
has stolen a smart card with information {ID,,B. ,h(+),
p,g! and known these values. This sensitive information
in smart card can be leaked by power analysis attack " .
In addition, the attacker already has obtained the user ID,
during Uss previous login process from an open network.
In order to obtain the legitimate password PW; , the at-
tacker makes a temporary password PW:** and then
performs step L1: A = B, ® PW"* and C, = g,
where ¢ is a new random number generated by the attack-
er. The remote system may perform step 12: A, =
h(ID;,z), st =(C,) =g, C, =g ,and C; = h(ID,,
Al ,sk,g) , where s is a new random number generated
by the remote system. Note that the remote system does
not verify the attacker having the temporary password
PW*" since the remote system only receives ID; and C, .
When the attacker receives the C, and C; from the remote
system, the attacker can guess the legitimate password
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PW:; by the following steps.

Step OAl

The attacker computes st~ = (C,)° = g* , and then
computes C5“*" = h(ID; , A" k" ,g°) .

Step OA2

If the computed value Ci is the same as C; , the
password PW:"*" is the legitimate password PW; of the le-
gitimate user. Otherwise, the attacker makes other pass-
word PW:™* | computes AY™* = B, @ PW***, and
compares C5™* with C; . The attacker repeatedly per-
forms it until C2"™ = C, .

This off-line password guessing attack is possible by
following reasons. A attacker who picks up a lost smart
card can know B;,h(),p, and g by power analysis at-
tacks. Also, the attacker can compute A™™ = B, @D
PW**  Therefore, the attacker who does not know the
only legitimate password PW; can guess the PW; .

3.2 Denial of service attack

DoS attack for exhausting server’s resource has be-
come a major security threat. Remote systems should pro-
tect themselves from malicious users who will try to ex-
haust their computing power. Yoon’s scheme based on
Diffie-Hellman requires two exponent operations at the
remote system. DoS attacks considered on this scheme are
CPU exhaustion attacks when the remote system receives
the message { ID; , C, | from the attackers. This DoS attack
can be done as follows.

Step DAL

Collect many ID;s from on open network and gener-
ate many fresh random number ¢ € Z, .

Step DA2

Make login request messages (ID.,C;) s, and then
send messages to the remote system.

Step DA3

The remote system performs exponent operations for
login messages (ID; ,C,)s: sk = (C,)' = g*and C, = g',
and then responses {C, ,C; | s for all requests. The remote
system may have heavy computational load.

Step DA4

The attackers ignore response messages.

In Yoon’s scheme, the weak point is that the remote
system performs exponent operations after the remote sys-
tem verifies the only user ID; . The remote system per-
forms meaningless computation exhausting CPU resource.
However, these security flaws can be modified at the next
section.

4 The improvement of Yoon-Yoo's scheme

This section proposes improvement of Yoon’s scheme
so that they can withstand the above mentioned attacks.
We modify Yoon’s scheme as follows.

In the registration phase, the operations are same as
the registration phase of Yoon's scheme.

In the login phase, the user chooses two fresh ran-
dom values a,c € Z, , computes C,, = A, Da and C,,
= g, makes the message C,; = h(ID,,C,,,C,,,A;,
a), and then sends {ID.,C,,,C.,,C, ;! to the remote
system.

In the session key agreement phase, the remote sys-
tem verifies ID; , computes A, = h(ID,,z) and a” =
C,.,@®A; , and then verifies the C, ; containing the user
password information. If the value C, ; is incorrect, the
remote system rejects the login request. Otherwise, the
remote system computes s = (C,,)' = g°,C, = ¢', and
Cy = h(ID;,A; ,sk,g"). The remote system sends a mes-
sage {C,,Cs} to the smart card. Upon receiving the mes-
sage {C,,C;} , the smart card computes st = (C,)" =
g* . In order to verify the remote system, the smart card
computes C; and compares C; with C; . The other oper-
ations are same as the session key agreement phase of the
original scheme.

Also, our improved scheme satisfies a total of four
exponent operations that is same as the exponent computa-
tion costs of Yoon et al.’s scheme.

S Security analysis of our improved sche-
me

Here, we analyze the security of our improved
scheme: the off-line password guessing attack and the DoS
attack.

5.1 Off-line password guessing attack

5.1.1 Under an adversary without U,s smart card

The attacker who does not have Us smart card can-
not guess the legitimate password PW; since the values in
the login message {ID;,C,,,C,,,C, ;| are all indepen-
dent of PW, . Although the attacker exactly guesses and
enuers the legitimate password, the attacker cannot judge
whether the password is right or wrong due to the un-
known value B; stored in the smart card and a sandom val-
ue a . In case of knowing all messages in login and session
key agreement phase, the attacker is not feasible to guess
the password PW,; because the long term key « and a dis-
crete logarithm problem. ,
5.1.2 Under an adversary with U;s smart card

In our improved scheme, it is impossible for an at-
tacker to guess the legitimate password PW, by receiving
the value C, and C; from the remote system. The attacker
who knows B; from the smart card repeatedly wants to
compute A, ™ = B, @ PW, "™ and compares C;with

i
* atta k . . .
C; ™ . However, our improved scheme rejects the login

message {ID.,C,,,C,,,C, 5| if the remote system fails to
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verify the C,; . Therefore, the attacker is not able to
guess the legitimate password PW; without getting the C, ,
and C; .

Although the attacker obtains the C,,,C,,,C, 3,
C,, and C, from the previous session and has user’s smart
card, the attacker cannot derive PW; because x is the long
secret key, a is a random value, and ¢ in the C, is a pri-
vate key in Diffie-Hellman algorithm.

5.2 Denial of service attack

Our improved scheme prevents DoS attack by compu-
tational load at the remote system. Upon receiving the lo-
gin request message {ID; , C, ,"**",C,,, C, ;"**"| gener-
ated using a false password PW:"*" by the attacker, the
remote system should fail to verify C;. ,“ The remote
system performs the session key agreement phase no long-
er. Therefore, the remote system should be against DoS
attack by checking and dropping malicious requests.

6 Conclusion

In this paper, we demonstrated that Yoon’s scheme
is vulnerable to the off-line password guessing attack and
the DoS attack. An improved scheme is proposed to resist
these security flaws. Our improved scheme is secure
against these attacks and the same as the exponent compu-
tation costs of Yoon’s scheme.
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