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Abstract: A unified hybrid authentication framework was proposed to provide proactive authentication and re-authentication
for media independent handover(MIH)-based multi-wireless access. In addition, a specific protocol distributing a hierarchi-
cal key after the proactive authentication from key holder to base station has been proposed. The proposed hybrid authenti-
cation framework not only performs proactive authentication with credentials based on Chameleon hashing, which removes
the authentication procedures that exchanges messages with a authentication server, but also performs re-authentication with
EAP re-authentication protocol(ERP) that distributes the hierarchical key on the basis of the root key generated by the pro-

active authentication.
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0 Introduction

Recently, as mobile communications rapidly
grow, demands for high-speed data service support-
ing mobility are increasing. Responding to such de-
mands, a number of studies have focused on provid-
ing seamless mobility service during handover
among heterogeneous wireless networks. In particu-
lar, IEEE formed the 802.21 working group(WG)
in March, 2004, to begin the standardization of the
technology that provides independent handover
among heterogeneous wireless networks. The TEEE
802. 21 media independent handover (MIH) stan-
dard"" supports media-independent handover of the
mobile nodes(MNs) that have two or more link ac-
cess interfaces. The media independent handover
function (MIHF), one of the components for the
MIH service, supports the media-independent han-
dover among heterogeneous networks by providing
three major services such as media independent
event service(MIES), media independent command
service(MICS), and media independent information
service(MIIS).

On the other hand, the IEEE 802. 21 security
group has been working on standardizing the proac-
tive authentication scheme for handover in MIH and
the protocol to protect the messages exchanged
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among the MIH nodes by transport layer security
(TLS)"?'. The MIH protocol for proactive authenti-
cation scheme standardized by the IEEE 802. 21 se-
curity group belongs to a family of the extensible au-
thentication protocol ( EAP )-based authentication
protocols, which includes EAP-TLS"*' , EAP-Ker-
beros [I°', and EAP re-authentication protocol
(ERP)"*", etc. Though the IEEE 802.21 security
group standardized only the EAP-based scheme for
proactive authentication, the public key infrastruc-
ture (PKI)-based scheme™ might also be used for
proactive authentication in the MIH environment.
The EAP or PKI-based authentications causes laten-
cy problems during frequent handovers because the
authentication procedure has to go through authent-
ication, authorization and accounting(AAA) servers
far away in general. In addition, even though IEEE
802.21 security group introduces the proactive au-
thentication scheme for handover, the specific pro-
tocol that distributes the hierarchical key after the
proactive authentication from the key holder to the
point of attachment (PoA) has not been standard-
ized.

In this paper, a hybrid authentication framework
was proposed, which combines the MIH proactive
authentication scheme based on the chameleon ha-
shingm and the hierarchical key distribution scheme
using ERP'"® based on the shared root key generated
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by the proactive authentication. The proactive au-
thentication in the proposed authentication frame-
work uses the Chameleon hashing-based credential
that provides the authentication of the DH (Diffie-
Hellman) public key which generates a credential at
every handover” . It means that the proactive au-
thentication is carried out only between the MN and
the MIH key holder without going through the AAA
server, since the Chameleon hashing-based creden-
tials work it out. The root key shared by proactive
authentication before handover is used as the re-au-
thentication root key (rRK) to perform ERP when
the MN attaches to a new network. The MN moved
to a new network performs ERP with key holder for
access authentication and shares the hierarchical key
with the network to protect the relevant wireless ch-
annel®” . The proposed hybrid authentication
framework reduces latency caused by the authenti-
cation procedures with AAA servers since the DH
key exchange is executed via the Chameleon hash-
ing-based credential, and also provides improved se-
curity services such as perfect forward secrecy(PFS)
and perfect backward secrecy (PBS). In addition,
the hierarchical keys are distributed from key holder
to PoA using ERP when MN gets access to the link.
This paper consists of the following sections. Sec-
tion 1 describes the related works to the framework
proposed in this paper. The operation of the prop-
osed framework is explained in section 2. In section
3, the efficiency of the proposed framework and the
security aspects of the applied scheme are analyzed.
Concluding remarks are made in section 4.

1 Related work

1.1 Positioning

Fig. 1 shows indirect proactive authentication
model in MIH architecture. TEEE 802. 21 security
group recommends the model performing EAP pro-
active authentication for handover under MIH
environment?'. Two different proactive authentica-
tion models that are direct and indirect were intro-
duced. The direct model is to deliver the message di-
rectly to the candidate point of service(PoS) by us-
ing higher-layer communication, while the indirect
model is to forward the MIH message through the
serving PoS. Fig. 1 shows the indirect proactive au-
thentication model. The network elements for the
proactive authentication include media specific au-
thenticator and key holder(MSA-KH) and media in-
dependent authenticator and key holder(MIA-KH).
The MN executes the EAP-based MIH proactive au-
thentication with the candidate network(CN) MIA-
KH.

A number of authentication schemes can be ap-

plied to the MIH proactive authentication, though
IEEE 802. 21 security group considers only EAP-
based proactive authentication schemes. In this pa-
per, we assume that EAP-based authentication mes-
sages as well as the other authentication messages
can perform the MIH proactive authentication pro-
tocol. We will review not only the existing EAP-
based authentication schemes™”, but also the PKI-
based pre-authentication scheme™ that can be exe-
cuted without connecting to AAA server in order to
evaluate the efficiency of our scheme.

Home AAA
Server
EAP over AAA
SN MIA-KIA _ | CN MIA-KH
(MIH PoS) | " | (MIH PoS)
' N
MSA-KH MSA-KH
(PoA) (PoA)
t\
v [ EAP over MIH
MN
(MIHF)
Serving Candidate
Network(SN) Network(CN)
Fig. 1 Indirect proactive authentication model in MIH ar-

chitecture

1.1.1 EAP-based authentication schemes

EAP-TLS is a sort of authentication schemes used
in IEEE 802.11i technology where mutual authenti-
cation is carried out between MN and AAA server
using PKI-based certificate”’. The MN and AAA
server go through mutual authentication by includ-
ing TLS messages in EAP protocol, and following
certificate-based TLS procedures. Once MN authen-
tication is successful, AAA server sends a generated
master key with the AUTHENTICATION SUC-
CESS message to access point(AP). Then, MN and
AP perform 4-way handshake procedure with the
shared master key and generate a key for the protec-
tion of relevant data in wireless area. However, au-
thentication procedure is complicate, and authenti-
cation is delayed since EAP-TLS performs TLS pro-
cedure with the AAA server. Furthermore, it gets
more complicated for distributing and managing cer-
tificates securely since PKI-based certificates are
used.

Eun et al. proposed EAP-Kerberos Il scheme for
reducing latency caused by complicated authentica-
tion procedure of EAP-TLS"”'. In the scheme, pri-
vate keys are shared between MN and AAA server
and also between AP and AAA server. Then AAA
server generate a ticket and send it to MN in order
to carry out mutual authentication fast between MN
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and target network. However, the latency problem
still remains in the scheme because authentication is
performed with AAA server whenever it works.
ERP is a sort of re-authentication schemes, which
uses hierarchical key structure to reduce frequent
authentication procedure with home AAA server so
that authentication is carried out fast'®” . After ini-
tial authentication with a home AAA server located
at home domain, home AAA server sends a hierar-
chical key to a local re-authentication server admin-
istrating local domain. Later, MN directly executes
authentication with a local re-authentication server
without connecting to the home AAA server if han-
dover occurs within the local re-authentication serv-
er domain. However, ERP should be executed with
home AAA server if domain is changed during han-

dover.
1.1.2 PKI-based pre-authentication scheme

Fig. 2 shows message flows for initial and proac-
tive authentications Sun et al. proposed a pre-authe-
ntication scheme performed between MN and han-
dover target network, of which procedure worked
without AAA server®' . In the scheme, MN per-
forms authentication based on certificate with au-
thenticator of the handover target network before
handover. A certificate used here is the certificate
of MN and authenticator of the handover target net-
work, and there is no work with AAA server. The
whole procedure is so simplified that network laten-
cy is reduced as well. However, it still has overhead
such as distribution and management of the certifi-
cates due to using PKI.

MN SN MIA-KH CN MIA-KH
(MIHF) (PoS) (PoS) || AAA Server
T
| <Initial full authentication phase>
Initial full authentication
| pecccccccccaccctan P
Generate {1y )™My(0) ey Credential request [IDyin,CH, o (oo d
Compute CH} 'MN(O)(rMN(O)’mMN(O)) 7| |Check {IDyp} and Set{Tg, }
Cyn=Sign ID,_ ||CH, ry S, T
Credential response [Cyy] NS P CFly o oy i o) )
Store {rnyop Moy MnoyCvnd | [
Choose random value x. € Z <MIH proactive authentication phase>
MNO™ TP MIH_Pro_auth request .
Compute yy, By mod p >t o | Verify Cyy
myney POl T cur) D Tcurs iy gy Cvand Choose random value Xy ) € Z,
PMNG) NQ) MN©)PMN 0y XMNG)MNG) Compute yyya. k(i) MMiA-KH() MIA-KHG)
MIH_Pro_auth response N
A - - Compute rRK(i)=g M0 MAKHO mod p
Verify Cygaxu < e
Compute rRK y=g“wowiaxiio mod p D’WAJ(H(.)’ Toyesh MIA-KH(i)’mMIA-KH(i)’CMIA-KH]
T

Fig.2 Message flows for initial and proactive authentications

1.2 Other problem of MIH security

Although IEEE 802. 21 security group suggested a
simple framework where the hierarchical key is gen-
erated and distributed from CN MIA-KH to CN
MSA-KH following mutual authentication between
MN and CN MIA-KH and the generation of the
shared key, the protocol has not been standardized
for distributing the hierarchical key from CN MIA-
KH to CN MSA-KH. Actually, the methods for dis-
tribution of the hierarchical key are being discussed
in recent standardization process.

1.3 Chameleon hashing

Krawczyk et al. defined a special trapdoor hash-
ing function via a Chameleon hashing function"’.
Chameleon hashing value is computed through 2
variables such as message and collision value with
Chameleon hashing public key. The Chameleon

hashing value computed always has the same result
even if the new message comes up. The collision
value for the new messages is able to be computed
via Chameleon hashing private key. Therefore, the
user who knows Chameleon hashing private key can
only get the collision value. The good point of this
scheme is that the signature of message can be done
before sending message. One problem of Chameleon
hashing is that if the same Chameleon hashing value
is used constantly, Chameleon hashing private key
could be disclosed. To solve this problem, our
scheme takes DH private key which is newly gener-
ated every time as Chameleon hashing private key,
so that Chameleon hashing value initially generated
can be kept being used for authentication.

2 Hybrid authentication framework

This paper proposes a hybrid authentication
framework combining the proactive authentication
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scheme using Chameleon hashing-based credential™’
under MIH environment and the ERP™ for rapid
re-authentication and hierarchical key distribution.
The proposed framework includes authenticated DH
key exchange and authentication scheme'"?
through a Chameleon hashing to perform proactive
authentication under MIH environment, and enable
rapid re-authentication, hierarchical key distribu-
tion via ERP after handover. The proactive authen-
tication in our proposed framework is operated by
using the MIH message standardized by IEEE 802.
21 security group’.

The proposed protocol consists of three steps: the
initial authentication and credential distribution
step, the MIH proactive authentication step and the
handover re-authentication & key distribution step.
The protocol notations used are listed in Table 1.

Table 1 Notations

Notation Definition
IDNoge Node identifier, identity information
PK Node! PK Node RSA private key / public key of Node
CNode Credential of Node
T Expiration time of credential
T cur Message generation time / Current time

Node Diffie-Hellman private key / public
key, also used as chameleon hashing pri-
vate key / public key

XNudc(i)/YNodc(i)

T Node(i) Collision, rnoge(0) 1S @ random private value
m _ Hashing message of public key, minoge(o) 1S
Node() a random private value
R One-way hashing function (e. g. SHA-1,
SHA-256, MD5, )
CH, (rom) Chameleon hashing function, CH, (r, m)

:grgxm mod p

2.1 Initial authentication and credential dis-
tribution step

Fig.2 shows the flow chart of the initial authenti-
cation and credential distribution step, and the MIH
proactive authentication step protocol.

As MN initially accesses the wireless network,
initial bootstrapping authentication is carried out by
the AAA server using EAP-TLS. After the initial
authentication is completed and a secured channel is
formed between the MN and AAA server, the MN
proceeds to receive the allocated credential from
AAA server.

The MN chooses random private values ryy (0),
Mynoy and Xxyne)- Then, Chameleon hashing is
computed using Eq. (1). The credential request mes-
sage including the computed Chameleon hashing val-
ue and identity of the MN is transmitted to the AAA
server through the secured channel

VVND) = g’rM.\(U) mod p,

CH,VMV(U) (ranoy > M) =

g g f o N0 mod p. (1)

The AAA server that has received the credential
request message from the MN checks the MN’ s
identity and determines a credential expiration time
according to billing policy. Then, the AAA server
generates a MN '’ s credential Cyy signing IDyy,

CH, .., (run) s Many ) and T, that are included in

the credential generated by using its RSA private
key PK saa as in Eq. (2). The MN’s credential Cyy
generated in this way is transmitted to the MN
through the credential response message.

Cw = SignPKf A(IDMN | CH

AA/ YMN(0)

oy > ) | T (2)
2.2 MIH proactive authentication step

When handover to a new wireless network occurs,
the MN selects a handover candidate network
through the MIH protocol and reserves resources.
Since the MN can determine a handover candidate
network through this procedure, authentication and
key exchange can be done before handover using the
MIH proactive authentication protocol.

The MN generates information for authentication
and key exchange. Firstly, new DH private key
Xwne) and public key yyni) = gw mod p are gen-
erated by the MN. The DH public key generated
here serves as Chameleon hashing public key for
message authentication. Then, to protect against re-
play attack, the MN generates a one-way hashing
value m ;) with message generation time and DH
public key T, . Besides, the MN also computes a
collision value ryy;) using the initial random private
values ryno) > Mwneo) » Xwmneoy » the newly generated
Xunh and myyy as in Eq. (3). This collision value
run(i) can only be generated by a person who knows
the initial random values and the newly generated
DH private key.

MyNG) — h(yMN(i) ” Tcur),

PMNG) T TN T MNO0) PEMN) T VNG PEMNG) -

(3)

The MN transmits MIH _ Pro _ auth Request mes-
sage that is the MIH proactive authentication re-
quest message, including the generated information
V) > Tew s Fvngy and m gy for authentication and
key exchange, and also sends the credential Cyy to
the CN MIA-KH. Depending on the type of mode-
Is.

Proposed by the IEEE 802. 21 security group, the
MIH proactive authentication request message can
be either directly transmitted to the CN MIA-KH or
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indirectly transmitted through the serving network
(SN) MIA-KH.

The CN MIA-KH that has received MIH proac-
tive authentication request message from the MN
computes a Chameleon hashing value, which takes
VNG » Fvngy and myy;) included in the message. By
comparing this value with the Chameleon hashing
value included in the credential and verifying
whether they are the same or not, the MN is authe-
nticated. Firstly, to check replay attack, it is exam-
ined whether a one-way hashing value for the DH
public key yuni) of the MN and for the message
generation time T, are the same as myy(;) or not,

CHywm (ruwc > 7y )

Verifyp}()\m\ ( CM_[\) = ( IDM_\I H

CH ) <7’M\1<f> s mw\‘<i>) =

YMN(i

If only ywnei)s Tews Funy and myy, have been
generated by a legal MN, it can be examined that
the computed Chameleon hashing value CH,

“MN(i)

) . . p— 7‘]\/[\] i ‘I‘M\I(V) m
(JHyMN(],)(rM.\I(w,nlMN(:)) g MW@ g
m

g’M\I(U) g’rym(())

After authenticating the MN and obtaining DH
public key of the MN, CN MIA-KH generates its
own DH private key and public key Ywiaxui =
gaxku) mod p. Then, CN MIA-KH generates in-
formation for authentication in the same manner of
the MN. CN MIA-KH transmits MIH _ Pro _ auth
Response message which is MIH proactive authenti-
cation response message including Vyiaxui) s> 1 cur s
FviakaGy and moygaxa) generated in this manner and
its own credential Cyyaxy, to the MN. The MN that

m» mod p = CH

as shown in Eq. (4)
MyNG) — h(yMN(i) H T(m)- (4)

Then, the MIA-KH computes the Chameleon

hashing value CH, (rani) s Muney ) using infor-

mation yun) > Funei) » and myyy included in the re-
ceived message as Eq. (5), and compares it with
CH ( Funi) s Moy ) that has been obtained by

YMN(0)
verifying the credential Cyy with the RSA public
key of AAA server PK s to check if they are the
same, as in Eq. (6). The MN is authenticated when
those values are the same, as in Eq. (7).

= gme([) g'TMN(UmAVL\I(;') mod p’ (5)
CH"MN(()) (rMN(t)) » 71 MN(0) ) H TEX) s (6)
IMN(O) (7w » 7o) ) - (7)

(runciy s Mwneiy ) 1s the same as the Chameleon hash-

ing value CH, (Fun) s Muny ) included in the

credential by

MG mod p = g MO TIMNO) VN0 TING) TMNG) g WG WG mod p =

YN () s M) ) - (8)

has received the response message authenticates the
DH public key of the CN MIA-KH in the same man-
ner described above.

As the MN and CN MIA-KH performs mutual au-
thentication in this way, they now share the identi-
cal re-authentication root key rRK(; through the
DH algorithm, as shown in Eq. (9). The re-authen-
tication root key shared in this way is used to rapidly
re-authenticate using ERP when MN is attached to a
new network.

rRK yniy = (g"™iakit) mod p) ™GO mod p),

rRK yniy = (g™ mod p)‘rMIA—KH(i) mod p,

TRK(I-) - rRKMN(i)

2.3 Prompt handover re-authentication and
key distribution step

When the MN is attached to a new network, re-
authentication is executed fast by the ERP proce-
dure based on the re-authentication root key rRK ;)
shared through the CN MIA-KH and MIH proactive
authentication procedure. It also shares the hierar-
chical key rMSK ;;, for generating the protection
key of the relevant wireless area with the new PoA,

_ _ T .
= rRK sk = &™) 2ypaxn) mod p. (9)

CN MSA-KH. In addition, when the handover oc-
curs between the MSA-KHs in a network that is ad-
ministrated by the same MIA-KH, re-authentication
can be done fast using the ERP procedure based on
the re-authentication root key rRK, shared be-
tween the MN and the MIA-KH. Fig. 3 shows the
flow chart of the protocol.

The MN and the MIA-KH derive the re-authenti-
cation integrity key rIK ;) from the shared re-authe-
ntication root key rRK,, as in Eq. (10). Here,
rIK Label is an 8-bit ASCII string.
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Mobile nod: CN MSA-KH CN MIA-KH
obrie node (ER authenticator) (ER server)
EAP-Initiate/Re-auth AAA-Request {EAP-Initiate/Re-auth
Compute Auth-tagyy,) using 71K, (SEQ;,Auth-tag\ny) (SEQ;, Auth-tagyry) Verify SEQ,, number
Verify Auth-tag\pusing 7/K
Compute rMSK ;)
. EAP-Finish/Re-auth  |AAA-Response {rMSK,EAP-Finish/Re-auth Compute Auth-tag,,, y,; using . IK(,)
L iiehbl e (SEQ(j), Auth-tagy,;, rr) (SEQ,,, Auth-tagyy)
Verify Auth-tagy,;, x,; using 71K ; || ’ MIAKE | ¢ o MN
Compute rMSK ;)
Security association
Fig.3 Handover re-authentication and key distribution protocol using ERP
rIK ;) = KDF(rRK ;,,rIK Label | LULLoctet, | crypto suite | length). (10)

The EAP-Initiate/Re-auth message that includes
the sequence number SEQ;, and the authentication
tag Auth-tagyy is transmitted to MIA-KH by MN.
The 16-bit sequence number SEQ;, is used to protect
against replay attack. Auth-tagy, which is generated
by the re-authentication integrity key IK ;) is used
to provide message integrity and authentication. Af-
ter MIA-KH receives the EAP-Initiate/Re-auth mes-

sage, it will check the sequence number SEQ ;, and
verify the authentication tag Auth-tagyy with the re-
authentication integrity key rIK ;. If the authenti-
cation is successful, MIA-KH will derive the hierar-
chical key rMSK ,)(;) from the shared re-authentica-
tion root key »RK;, , as in Eq. (11). Here, rMSK
Label is an 8-bit ASCII string.

rMSK (,,;, = KDF(+RK,,,MSK Label | LULLoctet | SEQ | length ). (11)

MIA-KH transmits the EAP-Finish/Re-aut mes-
sage including the sequence number SEQ;, and the
message authentication tag to the MN. In this pro-
cedure, the hierarchical key rMSK ;)(;) is distributed
to the PoA from the MIA-KH. The MN that has re-
ceived the message authenticates the MIA-KH by
certificating the message authentication tag Auth-
tagwiaxu and generates the identical hierarchical key
rMSK (;);) in the same manner in Eq. (11). Then,
the association process for wireless area key security
is performed using the shared hierarchical key
RMSK (;)(;, between the MN and PoA.

3 Discussion

The Chameleon hashing-based proactive authenti-
cation scheme used in our handover authentication
framework can not only reduce the authentication
delay with the AAA server, but also removes the
necessity of the PKI environment, since it uses the
authenticated DH public key newly generated every
time using the credential allocated just once. There-
fore, the proposed framework has the effect of re-
ducing the network latency and the communication
overhead compared to the existing schemes. More-

over, the proposed framework provides a solution
for the problem of the hierarchical key distribution
occurred after pre-authentication from MIA-KH to
MSA-KH. It also provides the handover authentica-
tion and hierarchical key distribution procedures be-
tween the MSA-KHs in the network administrated
by the same MIA-KH.

In this section, analytic discussion is carried out
on the network efficiency and the security strength
of the proactive authentication scheme of the prop-
osed framework.

In addition, we discuss the security in terms of
the key escrow and revocation problems, and de-
scribe how the proposed scheme satisfies the security
requirements

3.1 Analysis of efficiency

In this section, to discuss the efficiency of each
scheme with regards to network latency, the total
communication cost was calculated by the whole
communication costs of each relevant network area
for transmitting the authentication message, and the
total communication costs of each scheme was com-
pared. For the comparison, it is assumed that the
authentication schemes perform the proactive authe-
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ntication between the MN and the MIA-KH of the
handover candidate network under the MIH envir-
onment. The cost of transmitting messages between
the MN and the serving network (SN), between the
serving network and the handover candidate net-
work (CN), and between the handover candidate
network and the AAA server are denoted as T s »
Tovon and Teyana TESPEctively.

Eq. (12) shows how the total communication cost
of all the messages for each authentication schemes
is calculated.

TTotal = TM_\I—SN + TSN—CI\' + TCN—AAA' <12)

We set the communication costs in each interval
for unit authentication message Tynxns> Tsvens and
Tenann a@s to be a,f3 and 7 respectively, the total
communication costs of the individual authentica-
tion method for all the proactive authentication
messages, T are listed in Table 2. It is verified
from Table 2 that the communication cost of the
proposed scheme is less than the conventional meth-
ods.

Table 2 Comparison of communication costs

EAP-TLS EAP-Kerberos ERP PKI based Proposed scheme
T vin-sN 10a Ta 2a 3a 2a
Tsnen 108 78 28 28 28
Tonana 8y 2y 2y - -
TTotal 10a +108+8y Ta+7B+2y 2a+2B+2y 3a +28 2o +28

3.2 Analysis of security strength

3.2.1 Guessing attack for the Chameleon hashing
private key

If message authentications are repeatedly carried
out with the same Chameleon hashing value initially
generated, then an guessing attack for the Chame-
leon private key is possible through the collected

messages since the existing Chameleon hashing func-

[4%)) + mgyx — r<2)m<2>x=>x =

Since the proposed scheme takes the DH private
keys newly generated each time as Chameleon hash-
ing private key is generated, the private key guess-
ing attack does not work. On the other hand, our

CHVU)(fm ,mm) = CHV(2>(V<2> s M1 (2) )=
ray ¥ mayxa

In addition, because the chameleon hashing and
the DH public key are generated by the discrete ex-
ponentiation of the private key, guessing the private
key from the public key is very hard as it is a gener-
al discrete logarithm problem. Therefore, the prop-
osed scheme is secure against the private key guess-
ing attack.

3.2.2 Provision of PFS/PBS

In the proposed scheme, the transmitter sends the
authentication message including the valid collision
value r(;, , hashing value m ;) , and DH public key

chv(l)(r(l) smy) = g'w g 0" mod PI:,
< ;
LCHy(z) ( T (2) s M () )

= T)Mp)X()-

tion uses the same Chameleon hashing private key.
As shown in the process in Eq. (13), after calculat-
ing the Chameleon hashing value CH, (7, m )
through r(,,,m (), , and the Chameleon public key y
included in the first message and the one CH, (7, ,
m ) through r,,m, and the Chameleon public
key y included in the second message, an attacker
can guess the Chameleon hashing private key x from
two identical hashing values.

( r am W

CH,(rq ,m = o' ' mod
CH,(rqy,mq)) = CH\,(r(z),mQ)):>'J Crasma) g, gm Pl
. ’ \CH,(ru) ,mp) = g®g™® mod p

o —rw
My — My

(13)

scheme has two variables x(;, and x(,, that are so-
called simultaneous linear equation problem, shown
in Eq. (14). Thus, the Chameleon hashing private
key is hard to guess.

Ie

g @ g"@"® mod pJ

(14)

v newly generated each time after calculating
them, while the receiver compares the Chameleon
hashing value CH, (7 ,m) with the signed
Chameleon hashing value CH,, (7 , m () ) included
in the credential to verify and authenticate DH pub-
lic key . The proposed scheme provides a perfect
forward and backward secrecy. Even though the
master key which is used in the previous step is ex-
posed, the communication contents before and after
the exposure are still secured since an arbitrary mas-
ter key is newly generated at each time by exchang-
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ing the authenticated DH key.
3.2.3 Man-in-the-middle attack

An attacker may attempt the man-in-the-middle
attack which is the defect of the DH key exchange
algorithm between the MN and the MIA-KH. How-
ever, the proposed scheme is secure from the man-
in-the-middle attack because the authentication of
the DH public key is provided by using the Chame-
leon hashing-based credential.
3.2.4 Impersonation attack

An attacker may attempt the authentication mes-
sage generation for spoofing himself as an arbitrary
user. However, for the generation of the valid colli-
sion value of the DH public key generated newly
cannot be calculated since he/she does not know the
initial private values, and for credential generation.
Hence, the proposed scheme is secure against im-
personation attack.
3.2.5 Replay attack

An attacker may attempt the replay attack that
provides fake authentication by collecting and re-us-
ing the authentication messages of MN. However,
the proposed scheme is secure against replay attack
because the authentication message of the scheme
includes m;y = h(y: Il Ten), the one-way hashing
result value of the message generation time T, and
the DH public key y;, , as the authentication ele-
ments.
3.2.6 Solid identification

The credential is distributed to each node. The
credential includes the following information of
node ID / user ID, chameleon hashing value, and
the expiration time, which are singed by AAA serv-
er. Each node authenticates each other using the
credential. Since the credential includes the ID in-
formation of each node, and verifies the ID each
other, our scheme provides a solid identification
function.

4 Conclusion

In this paper, the framework for the handover
authentication under MIH environment is proposed.
In the existing handover authentication frame-
works, network latency problem is caused due to the
procedure with the AAA server during handover to
a new network, and also the procedure for the hier-
archical key distribution is not standardized yet.
These problems are solved in the proposed hybrid
framework as the authentication procedure with the
AAA server is eliminated from the proactive authe-
ntication process by using the Chameleon hashing-
based credential and the re-authentication, and the
hierarchical key distribution procedure are rapidly
performed by means of the ERP based on the root

key shared through the proactive authentication.
The proposed scheme for proactive authentication
requires neither the authentication procedure with
the AAA server nor the PKI-environment. The au-
thentication is carried out using the Chameleon
hashing-based credential, which allows the authent-
ication of the DH public key generated each time.
By performing the ERP procedure based on the root
key shared by the proactive authentication during
handover, the proposed framework provides mutual
authentication between the MN and network.
Therefore, it solves the hierarchical key distribution
problem. In addition, the scheme applied to the
proposed framework satisfies the basic security
requirements as well as guarantees a strong security
by providing PFS and PBS of the master key. Con-
sequently, the proposed framework can be conve-
niently applied to the environment where PKI is
hard to be established such as heterogeneous wireless
networks. It also has the effect of reducing network
latency. It provides a complete procedure for the
handover authentication under MIH environment.
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