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Abstract: Wireless sensor networks are extremely vulnerable to various security threats. The intrusion detection method based

on game theory can effectively balance the detection rate and energy consumption of the system. The accurate analysis of the

attack behavior of malicious sensor nodes can help to configure intrusion detection system., reduce unnecessary system

consumption and improve detection efficiency. However, the completely rational assumption of the traditional game model will

cause the established model to be inconsistent with the actual attack and defense scenario. In order to formulate a reasonable

and effective intrusion detection strategy., we introduce evolutionary game theory to establish an attack evolution game model

based on optimal response dynamics, and then analyze the attack behavior of malicious sensor nodes. Theoretical analysis and

simulation results show that the evolution trend of attacks is closely related to the number of malicious sensors in the network

and the initial state of the strategy, and the attacker can set the initial strategy so that all malicious sensor nodes will eventually

launch attacks. Our work is of great significance to guide the development of defense strategies for intrusion detection systems.
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0 Introduction

Wireless sensor network is a multi-hop self-
organized network formed by a large number of
sensor nodes through wireless communication™. Tt is
widely used in environment, industry, military,
home and other fields. People can perceive all kinds
of information in the real physical world through
WSN, which greatly improves the ability of human
beings to understand the objective world.

Due to

communication and complex working environment of

limited resources, open wireless

sensor nodes, wireless sensor networks are
vulnerable to various security threats. As an active
defense  technology. intrusion detection can
effectively detect unsafe behaviors in the network.
The operation of intrusion detection system needs to
consume more resource overhead of sensor nodes, but
the energy, computing and storage capacity of nodes
are very limited. How to use intrusion detection
system effectively in wireless sensor network is a very
challenging task"*.

Game theory, a mathematical theory to study the

competition phenomenon, has been used by many
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scholars in the research of wireless sensor network

1#5) The antagonism of attack and

intrusion detection
defense in wireless sensor networks is just in line
with  the

characteristics of game theory. Therefore,

competitive  and  non-cooperative
game
theory can be used to formulate the best intrusion
suitable for the

sensor network™™, A

prevention strategy which is
characteristics of wireless
suitable detection strategy can balance the accuracy
and energy efficiency of the system, and help wireless
sensor networks to more effectively use IDS.

The detection method based on game theory has no
training process and does not need additional data to
build the model, so its complexity is lower than those
of misuse detection, anomaly detection and other
methods. Shen et al. used signal game to describe
and analyze the interaction process between malicious
sensor nodes and intrusion detection system in
wireless sensor networks, established a repeated
multi-stage signal game model, and realized the

mechanism and algorithm of optimal intrusion

detection strategy®™. Huang et al. proposed Markov
intrusion detection system algorithm based on misuse

detection and anomaly detection, and inferred the
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optimal defense strategy by using incomplete
information static game'®. Based on the prior
probability of external nodes, Zhou et al. used

Bayesian method to infer the posterior probability of
malicious nodes in the following time, and made the
best strategy on the proposed multi-stage dynamic
intrusion detection game model'”’. In view of the
diversity of attack methods and the limited resources
used the
classical game theory to get the mixed strategy, Nash

in wireless sensor networks, Han et al.

Equilibrium defense strategy, which balances the

detection efficiency and resource cost of the
system!,

However, the traditional game models have some
shortcomings. They use the assumption of complete
rationality to find the optimal strategy through a
game, but less consider the stability of the optimal
strategy. These hypotheses are unreasonable in the
real network confrontation. The irrationality of the
hypotheses will lead to the deviation between the
established model and the actual situation. The
defense strategy based on the model is not suitable for
the real scene, which reduces the guiding significance
of the research results. Evolutionary game theory no
longer uses the assumption that participants are
completely rational in classic game theory. It uses the
limited rationality of participants as the basis for
game analysis, and emphasizes the dynamic changes
in the game process''?.

If we know the stable attack behavior of malicious
nodes, we can make better intrusion prevention
strategies. Therefore, based on the theory of
evolutionary game, we analyze the attack behavior of
malicious sensors using the optimal response dynamic
then obtain the stable attack

behavior of malicious sensors.

mechanism, and

1 Evolutionary game

Evolutionary game theory originated from
Darwin’s thought of biological evolution. It abandons
the assumption of complete rationality in classical

game theory and regards participants as individuals

with limited rationality in biological groups. It
combines game theory with dynamic evolution
process-'*. Since it is impossible for participants to

get the optimal strategy through one game, they need
to correct the strategy through continuous trial, error
Only through a rather

correction and learning.

complex and dynamic repeated long-term game

process can they get the optimal strategy.

An important concept in evolutionary games is
evolutionary stability strategy (ESS), which is used
to analyze whether there is stable equilibrium in
games under bounded rationality. The definition of
evolutionary stability strategy is as follows.

Definition 1 Evolutionary stability strategy

We first define the strategy space is S, any strategy
y#x€ S, and u (x, x) represents the benefits of
taking the strategy x, which is expressed as

If EI :y 6 (O,l),Vq, 6 (09;)9 and
ulz.ey + A —ex] > uly.ey + (1 —e)x], (D

the strategy x is a stable evolution strategy.
From the
strategy, it can be seen that if the evolutionary

definition of evolutionary stability

stability strategy x is adopted at the beginning of a
group, the strategic income of the participants in the
large group is always greater than that of the
participants in the small group, that is to say, the
group can resist the strategic invasion of the small
group. If the strategy adopted by the group at the
beginning is strategy y. the strategy income of the
participants in the large group is always less than that
of the participants in the small group, that is, the
income of the strategy y is always less than that of
the evolutionary stability strategy x, therefore, the
group will be successfully invaded by the evolutionary
stability strategy x, and the members of the group
will eventually adopt the evolutionary stability
strategy.

The optimal response dynamic equation can be used
to analyze the evolutionary stability strategy of small

group members with fast learning ability''*!,

2 Network model

Cluster routing protocol is used to divide the
wireless sensor network into several interconnected

04 Fach cluster has a cluster head node

clusters
(CH) and several member nodes. The cluster head
node is elected regularly, and it has no essential
difference with the member nodes in the cluster.

Assuming that there are N nodes in the wireless
sensor network, the cluster routing protocol divides
the network into % clusters, which are recorded as
Ci.Cyye
each cluster is M; (i =1,2, "
network model.

«,C,, and the number of member nodes in
-»r). Fig. 1 shows the

The energy consumption of nodes in wireless
sensor networks is very limited, and the operation of
IDS on each node will inevitably increase the energy
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consumption of nodes and reduce the working time of
15]

nodes" Therefore, we use distributed centralized
hybrid intrusion detection system to balance the
energy consumption and detection performance of the
network. Distributed and centralized mixed mode
refers to that every sensor node in the network has
installed an intrusion detection system, but not all
nodes run an intrusion detection system. In order to
save energy consumption, only the intrusion
detection system on the cluster head is opened to

identify the attack behavior of malicious sensor nodes

A

O Normal node
® Malicious node
< Cluster head
A Base station

in the cluster.

Fig. 1  Intrusion detection network model of wireless sensor

network

When a sensor node is selected as a cluster head,
its intrusion detection system will wake up at the
same time, and the intrusion detection system on the
disabled.

Therefore, in this study, cluster head node takes on

member nodes in the cluster will be
the function of intrusion detection.

If there are multiple malicious nodes in the
network, they can choose to attack the cluster head
node, or they can choose not to attack and participate
in the normal work of the network!®. Previous
research work usually assumes that malicious sensor
nodes are completely rational and attack the network
only once, which is not in line with the actual
situation., Therefore, assuming that the malicious
sensor nodes are limited rational, they attack the
network many times, and their attack methods are

various.

3 Game model

If the behavior of the malicious sensor node is
known, the node can easily decide whether to start
the intrusion detection system. If the malicious
sensor node chooses to attack the network and the
cluster head chooses not to turn on the intrusion
detection system, it will suffer a heavy loss. If the
malicious nodes choose to participate in the normal
network operation instead of attacking the network,
the cluster head can only waste energy to start the
intrusion detection system.

The optimal response dynamics is one of the typical

dynamic mechanisms in evolutionary game theory.
Under this mechanism, participants lack the ability of
accurate prediction in complex situations, but they
have the ability of fast learning. After each game,
participants will evaluate the results of the game and
adjust their strategies accordingly.

According to the evolutionary game theory, the
evolutionary game model of malicious sensor node
attack based on the optimal response dynamics
RADEGM=(A,AS,P.U) is constructed.

1) A={A,,A,,-+A,} is the set of all malicious
sensor nodes, where n is the number of attackers;

2) AS={A, N} is the attacker’s strategy space.,
which A means “attack”, N means “not attack”;

3) P={p.,p, is the set of attack probabilities for
attackers, where p, represents the probability of the
attacker to select strategy A, and p, represents the
probability of the attacker to select strategy N;

4) U={U,,U,} is the set of profit functions under
different where U,
attacker ” s under

represents the

and U,

strategies,
benefit
represents the benefit of strategy N,

strategy A,

The malicious sensor nodes will destroy the
network through cooperation, and they can be

characterized as problems of cooperation and

In the context of evolutionary games,

When the
strategies adopted by the two sides are different,

betrayal.
punishment can promote cooperation.

malicious nodes will punish the traitors, that is, they
would rather pay a certain price for themselves, but
also make the traitors pay a heavy price.

Let b, be the benefit when both attackers choose
not to attack, and b; be the benefit when both
attackers choose to attack, and b, > 0;. B is the
punishment that the attacker receives when
betraying, ¥ is the price paid by the attacker to
punish the betrayer, and y>b, — b, f>7. Their

income matrix is shown in Table 1.

Table 1 Benefit matrix of attacker

Strategy Attack Not attack
Attack (/)2 Wb ) (/72 —7,b0 *B)
Not attack (b1 —=Bsb2—) (b1 501)

From the above benefit matrix, it can be seen that
this game is a coordination game. Through analysis,
we know this game model has two pure strategy Nash
Equilibrium (A, A) and (N, N), in which strategy
combination (A, A) is Pareto optimal strategy., but
considering the other party’ s rationality, the
possibility of strategy combination (N, N ) is

relatively large.
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4 Analysis of game model

Based on the evolutionary game model of the
optimal response dynamic attack, we use the optimal
dynamically analyze the

response dynamics to

strategy changes between attackers to find out the

stable attack behavior of attackers with the
continuous evolution of time,
The optimal response dynamic equation"' is
n, U, >U,,
Ny = f(N) = {N,, U, =U,, (2)
0, U, <U,,

where N, is the number of selection strategies among
n participants at time .

The dynamic equation of optimal response shows
that when the benefit of strategy A is greater than
that of strategy N, all participants can make the
optimal response at the next moment, that is, all
participants will adopt strategy A, otherwise all
participants will adopt strategy N at the next
moment. When the two benefits are equal, the
number of participants adopting strategy A remains
unchanged.

Based on the optimal response dynamic equation, it
is assumed that all attackers play a circle game, that
is, they are all in the same circle and play repeated
In the

process of game, low-income people learn the attack

games with their left and right neighbors.

strategy with higher profits than their own strategy.
Among the neighbors of attacker i, the number of
neighbors who choose strategy A is ¢;, at time ¢,
which can be 0, 1 and 2. Then the number of
neighbors selecting strategy N is 2—gq,,,» which also
has three values of 0, 1 and 2. When selecting
strategy A at time ¢, the benefit is U, =b,q,., + (b, —
¥)(2—q;..). Then the benefit of selecting strategy N
isU, =0, — P qi, +0 [2—qi.]. Let U =U,, then
_2(y+b1—0by)
T gty
The change equation of the strategy obtained from
the optimal response dynamic equation is

A9 qi. > qs
Si.t+1 - Si.m qi.c — Q> (3)
N, qi.. < qs

where S, represents the strategy selected by attacker
7 at time 7.

Because y>>b, —b, and =7, so ¢<<1. Since g;,, can
only take the values of 0, 1 and 2, ¢;, can take the
values of 1 and 2 when ¢;, >>¢q., therefore, when an

attacker has one or two neighbors who adopt strategy
A at time ¢, that is, as long as a neighbor chooses
strategy A, it will adopt strategy A at time z-+1.
When ¢,.,<<q, g, is only 0. Thus, when the attacker
has not one neighbor who selects strategy A at time
t, that is to say, its neighbors all adopt strategy N,
and it will adopt the strategy N in at time t+1. To
sum up, the attacker’s strategy choice at time ¢ has
nothing to do with itself, but depends on its
neighbor’s strategy choice at time ¢.

The number of players in a circle game will affect
the result of the
classification discussion of the circle game.

First,
assuming that there are five attackers distributed on

game. The following is a

we discuss the case of odd numbers,
the circumference. Because the attacker has two
strategies to choose, the game has 32 initial states.
According to the number of strategy A, all the initial
states can be divided into 8 cases: 0A, 1A, adjacent
2A, non-adjacent 2A, adjacent 3A, non-adjacent 3A,
adjacent 4A, 5A.

When all five attackers choose strategy A or
strategy N at first, the strategies of all attackers will
not change with the evolution of time.

If only one attacker chooses strategy A at the
beginning of the game, that is to say, the initial state
is (A,A,A,A,A), then after four stages of strategy
evolution, all attackers finally reach the stable state
of adopting strategy A. The change of strategy is
shown in Fig. 2. It can be seen that the strategy
change process has included three initial adjustment
processes: non-adjacent 2A, non-adjacent 3A and
4A, which need three, two and one adjustment stages
to reach stable state, respectively.

Fig.2 Evolution process in initial state (A,A,A,A,A)

It can be seen from Figs.3 and 4 that the
adjustment process of two neighboring attackers
adopting strategy A only needs two stages, and three
neighboring attackers adopting strategy A only needs
one stage.
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Va?

Fig. 3 Evolution process in initial state (A,A,N,N,N)

Va

Fig. 4 Evolution process in initial state (A,A,A,N,N)

Next, we analyze the even number situation,
Supposing six attackers are in six different positions
of the circle, there are 64 initial states in the circle
game, We only discuss some of them.

In Fig. 5. at the beginning of the game, if only one
attacker uses strategy A, while other attackers use
strategy N. The
mechanism does not make the attackers’ strategies

optimal response dynamic
converge to a stable state, but the strategies change

back and forth between (A, N,A,N,A,N)and (N,
A,N,A.N,A).

)

(77
A\

Fig. 5 Evolution process in initial state (A,N,N,N,N,N)

In Fig. 6, two non-adjacent attackers initially adopt
strategy A, while other attackers adopt strategy N.
After several rounds of evolution, the attacker’ s
strategy does not tend to be stable, but falls into a

cycle.

%

AN
e

&

Fig. 6 Evolution process in initial state (A,N,A,N,N,N)

N

N

Y

ZZN
)

In Fig. 7. two attackers who are not adjacent to
each other adopt strategy A, while other attackers
Through
adjustment, all attackers finally choose strategies,

adopt strategy N. repeated  game

and the game reaches a stable state.

Fig. 7 Evolution process in initial state (A,N,N,A,N,N)

Through the above specific analysis, assuming that
there are n attackers in n different positions on the
circumference, the following general conclusions can
be drawn.

Conclusion 1 When n attackers initially adopt the
strategy A, the final stable state is that all attackers
adopt the strategy.

Conclusion 2 When 7 is an odd number, if there is
an attacker adopting strategy A at the beginning of
the game or in the process of the game, all the
attackers finally adopt strategy A.

Conclusion 3 When 7 is an even number, if there
are no two adjacent attackers using strategy A at the
same time at the beginning or in the process of the
game, all attackers will not converge to a stable state
and can only fall into periodic changes.

Conclusion 4 When 7 is an even number, if two
adjacent attackers adopt strategy A at the beginning
of the game or in the process of the game, after a

limited number of games, all the attackers will
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eventually converge to the stable state of strategy A.

Conclusion 5 By arranging the attacker’ s
strategy, one of the above four conclusions will
appear in the game, and they will follow the same

evolutionary state in the future.

5 Experimental results and analysis

In the simulation experiment, python programming
language is used to simulate the attack behavior of
malicious sensor nodes in wireless sensor networks.
One hundred sensor nodes are randomly deployed in
the monitoring area. Once deployed successfully, the
sensor nodes cannot be moved and their energy cannot
be recovered. The base station is located outside the
monitoring area and its energy can be recovered. In
wireless sensor network, LEACH clustering protocol
is used to divide The
probability of node being selected as cluster head is
set to be 0. 1, then there will be about 10 cluster
heads in the network, The simulation parameters are

shown in Table 2.

Table 2 Network parameters

the network topology.

Parameter Value Description
X/m 200 Length of monitoring area
Y/m 200 Width of monitoring area
N 100 Number of nodes
Bx/m 100 Abscissa value of base station
By/m 250 Ordinate value of base station
CP LEACH Clustering protocol
P. 0.1 Probability of being CH
E./] 2 Initial energy
Eu/(n] + bio 50 Unit‘ energy ' ‘consumption for
sending or receiving data
Ew/(p] « bit * m 2) 10 Free space channel model
. ., Multi-path  attenuation  channel
Enp/(p] * bitem™2)  0.013
model
250+ A a Base station
-~ Normal node
*  Malicious node
200 R . -
150- i £ ¢ T
£ - = =
= . .
: - +
100 . ) N ~ .
504 . oL et .
P e *
0 * Tt . -7
0 25 50 75 100 125 150 175 200

X/m

shows the network topology when the network is not
clustered, and Fig. 9 shows the network structure
after adopting LEACH!™ clustering protocol.

The follow-up simulation experiments are carried
out according to the parity of the number of malicious
sensor nodes in the network.

Firstly, the number of malicious nodes in the
network is set to be 5. According to the optimal
response the
experiment is carried out on the change of initial

dynamic mechanism, simulation

strategy of malicious nodes with time evolution.

200 . -
175 f . J o
1 ® . “ -
L) - -
150 | f/ . '\‘. 3
125 £ 9%
L4 [ ]
£ 100
£1004 ¢,
751 i A
4
50' - . *
251 2\t -
01 = - :
0 25 50 75 100 125 150 175 200

X/m
Fig. 9 Network after clustering

Figs. 10—12 show the change processes under
different initial strategy states when there are five
malicious sensor nodes in the network. When one,
two or three malicious sensor nodes choose strategy A
in the initial stage of the game, the game eventually
reaches a stable state with the passage of time, and
all attackers choose strategy A. It can be seen from
the changes of strategies in Figs. 10— 12 that they are
consistent with the conclusion. If the more malicious
sensor nodes are chosen to attack at the beginning of

the game, the faster the convergence speed will be.

1.0 -
h Attac
i =#*= Not attack
1

Probability

Ml oiee Uil Lo B

0 5 10 15 20 25 30

Times

Fig. 10 Changes of strategies with one strategy A

Fig. 8 Network without clustering

Next, the number of malicious nodes in the

network is even.

Firstly, there are three malicious sensor nodes in
the network, which attack the cluster head. Fig. 8
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L0 e e e e N) . the system finally reaches a stable state, and the
I o ac!
! —*= Not attack attacker finally chooses to attack. During the game
08 ® where the initial strategies is (A, N, N, A, N, N),
1
i two neighboring attackers adopt strategy A at the
) ] . . . . .
= 06 same time. The experimental results are in line with
=
2 ; the conclusion.
£ 041
l_| 1.0 ~E- Attact
- ac
i
“ K
'\ 0.8
\
0 5 10 15 20 25 30 Z 06
Times g L_.
_:S - - - - - -
Fig. 11 Changes of strategies with two strategies A g '
£ 04 ‘l
H
H 0.2
]
1]
I
)
{
206 ' 0 5 10 15 20 25 30
;; Times
= 04 Fig. 14 Changes of strategies under (A,N,A,N,N.N)
< 04
i 10
1 f
02} /
1 ]
'\. “H
NS S W R N .
0 5 10 15 20 25 30 =06 E !
Times j ' “"'
Fig. 12 Change of strategies with three strategies A —C‘; ,".‘
£ 040
The number of malicious nodes is changed to 6, i
and the simulation experiments are carried out under 0.2 ‘\
different strategies, which are (A, N,A,N,N,N), “
(A,NaAaNaNaN)? (A,A,N,N9N7N) and (A,Ng 0 5 "“'Al‘(‘) 1‘5‘"4’* 20 15 3‘()
N,A,N,N). Times
Figs. 13 and 14 show that in the case of initial Fig. 15 Changes of strategies under (A,A,N,N,N,N)
strategies (A, N, A, N,N,N) and (A,N,A,N,N, 10 e s o s e e o o e e
1 Attact
N), the system does not reach a stable state, and the i
e o . . . I
probability of each malicious node selection attack is 08 |
]
50%. :
N
1.0 = 06y
3o
=*= Not attack _g ‘\
08! o% 0.4 '”.
\ id
\ \.
206 4 02 4
o 1 H
< 0.4 x i o L .
= ‘ 0 5 10 15 20 25 30
j Times
[
02 Fig. 16 Changes of strategies under (A,N,N,A,N,N)
The simulation results are consistent with the
0 5 10 15 20 25 30 conclusion. The evolutionary game results
Times malicious nodes based on the optimal response
to the number

dynamics are closely related
attackers in the network and the initial strategies.

Figs. 15 and 16 show that under the initial
However, the system will eventually reach a stable

strategies (A A, N, N, N, N) and (A, N,N,A, N,

Fig. 13 Changes of strategies under (A,N,A,N,N,N)
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state after continuous evolution by setting the initial
strategies, that is, all malicious sensor nodes will

launch attacks.

6 Conclusions

Starting from the limited rationality of malicious
sensor nodes, we introduce the evolutionary game
theory, constructs an attack evolutionary game model
based on the optimal response dynamics, and analyzes
the behavior of nodes based on the node benefit. The
trend of attack evolution is closely related to the
number of malicious sensor nodes in the network and
the initial strategies. Since the attacker can set the
initial strategies, all malicious sensor nodes will
eventually attack the network. and the malicious
sensor node will attack the cluster head, therefore the
cluster head should start the intrusion detection
system for defense. The simulation results show the
rationality and validity of the evolutionary model, and
provide substantive guidance for the subsequent
development of defense strategy of intrusion detection

system in wireless sensor networks.
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