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Abstract:Wirelesssensornetworksareextremelyvulnerabletovarioussecuritythreats.Theintrusiondetectionmethodbased
ongametheorycaneffectivelybalancethedetectionrateandenergyconsumptionofthesystem.Theaccurateanalysisofthe
attackbehaviorofmalicioussensornodescanhelptoconfigureintrusiondetectionsystem,reduceunnecessarysystem
consumptionandimprovedetectionefficiency.However,thecompletelyrationalassumptionofthetraditionalgamemodelwill
causetheestablishedmodeltobeinconsistentwiththeactualattackanddefensescenario.Inordertoformulateareasonable
andeffectiveintrusiondetectionstrategy,weintroduceevolutionarygametheorytoestablishanattackevolutiongamemodel
basedonoptimalresponsedynamics,andthenanalyzetheattackbehaviorofmalicioussensornodes.Theoreticalanalysisand
simulationresultsshowthattheevolutiontrendofattacksiscloselyrelatedtothenumberofmalicioussensorsinthenetwork
andtheinitialstateofthestrategy,andtheattackercansettheinitialstrategysothatallmalicioussensornodeswilleventually
launchattacks.Ourworkisofgreatsignificancetoguidethedevelopmentofdefensestrategiesforintrusiondetectionsystems.
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0 Introduction
 Wirelesssensornetworkisa multi-hopself-
organizednetworkformedbyalargenumberof
sensornodesthroughwirelesscommunication[1].Itis
widely usedinenvironment,industry,military,
homeandotherfields.Peoplecanperceiveallkinds
ofinformationintherealphysicalworldthrough
WSN,whichgreatlyimprovestheabilityofhuman
beingstounderstandtheobjectiveworld.
 Due to limited resources, open wireless
communicationandcomplexworkingenvironmentof
sensor nodes, wireless sensor networks are
vulnerabletovarioussecuritythreats.Asanactive
defense technology, intrusion detection can
effectivelydetectunsafebehaviorsinthenetwork.
Theoperationofintrusiondetectionsystemneedsto
consumemoreresourceoverheadofsensornodes,but
theenergy,computingandstoragecapacityofnodes
areverylimited.Howtouseintrusiondetection
systemeffectivelyinwirelesssensornetworkisavery
challengingtask[2].
 Gametheory,amathematicaltheorytostudythe
competitionphenomenon,hasbeenusedby many

scholarsintheresearchofwirelesssensornetwork
intrusiondetection[3-5].Theantagonismofattackand
defenseinwirelesssensornetworksisjustinline
with the competitive and non-cooperative
characteristicsofgametheory.Therefore,game
theorycanbeusedtoformulatethebestintrusion
prevention strategy which is suitable for the
characteristicsof wireless sensor network[6].A
suitabledetectionstrategycanbalancetheaccuracy
andenergyefficiencyofthesystem,andhelpwireless
sensornetworkstomoreeffectivelyuseIDS[7].
 Thedetectionmethodbasedongametheoryhasno
trainingprocessanddoesnotneedadditionaldatato
buildthemodel,soitscomplexityislowerthanthose
ofmisusedetection,anomalydetectionandother
methods.Shenetal.usedsignalgametodescribe
andanalyzetheinteractionprocessbetweenmalicious
sensornodes andintrusion detection system in
wirelesssensornetworks,establishedarepeated
multi-stagesignalgame model,andrealizedthe
mechanism and algorithm of optimal intrusion
detectionstrategy[8].Huangetal.proposedMarkov
intrusiondetectionsystemalgorithmbasedonmisuse
detectionandanomalydetection,andinferredthe
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optimal defense strategy by using incomplete
information static game[9].Based on the prior
probabilityofexternalnodes,Zhouetal.used
Bayesianmethodtoinfertheposteriorprobabilityof
maliciousnodesinthefollowingtime,andmadethe
beststrategyontheproposedmulti-stagedynamic
intrusiondetectiongamemodel[10].Inviewofthe
diversityofattackmethodsandthelimitedresources
inwirelesssensornetworks,Hanetal.usedthe
classicalgametheorytogetthemixedstrategy,Nash
Equilibrium defensestrategy,whichbalancesthe
detection efficiency and resource cost of the
system[11].
 However,thetraditionalgamemodelshavesome
shortcomings.Theyusetheassumptionofcomplete
rationalitytofindtheoptimalstrategythrougha
game,butlessconsiderthestabilityoftheoptimal
strategy.Thesehypothesesareunreasonableinthe
realnetworkconfrontation.Theirrationalityofthe
hypotheseswillleadtothedeviationbetweenthe
established modelandtheactualsituation.The
defensestrategybasedonthemodelisnotsuitablefor
therealscene,whichreducestheguidingsignificance
oftheresearchresults.Evolutionarygametheoryno
longerusestheassumptionthatparticipantsare
completelyrationalinclassicgametheory.Itusesthe
limitedrationalityofparticipantsasthebasisfor
gameanalysis,andemphasizesthedynamicchanges
inthegameprocess[12].
 Ifweknowthestableattackbehaviorofmalicious
nodes,wecan makebetterintrusion prevention
strategies.Therefore,based on the theory of
evolutionarygame,weanalyzetheattackbehaviorof
malicioussensorsusingtheoptimalresponsedynamic
mechanism,and then obtain the stable attack
behaviorofmalicioussensors.

1 Evolutionarygame
 Evolutionary game theory originated from
Darwin’sthoughtofbiologicalevolution.Itabandons
theassumptionofcompleterationalityinclassical
gametheoryandregardsparticipantsasindividuals
withlimitedrationalityin biologicalgroups.It
combines game theory with dynamic evolution
process[12].Sinceitisimpossibleforparticipantsto
gettheoptimalstrategythroughonegame,theyneed
tocorrectthestrategythroughcontinuoustrial,error
correctionandlearning.Onlythrough arather
complex and dynamic repeated long-term game
processcantheygettheoptimalstrategy.

 Animportantconceptinevolutionarygamesis
evolutionarystabilitystrategy(ESS),whichisused
toanalyzewhetherthereisstableequilibriumin
gamesunderboundedrationality.Thedefinitionof
evolutionarystabilitystrategyisasfollows.
 Definition1 Evolutionarystabilitystrategy
 WefirstdefinethestrategyspaceisS,anystrategy
y≠x∈S,andu(x,x)representsthebenefitsof
takingthestrategyx,whichisexpressedas

If∃εy∈(0,1),∀εy∈(0,εy),and

u[x,εy+(1-ε)x]>u[y,εy+(1-ε)x],(1)

thestrategyxisastableevolutionstrategy.
 From the definition ofevolutionary stability
strategy,itcanbeseenthatiftheevolutionary
stabilitystrategyxisadoptedatthebeginningofa
group,thestrategicincomeoftheparticipantsinthe
largegroupisalwaysgreaterthanthatofthe
participantsinthesmallgroup,thatistosay,the
groupcanresistthestrategicinvasionofthesmall
group.Ifthestrategyadoptedbythegroupatthe
beginningisstrategyy,thestrategyincomeofthe
participantsinthelargegroupisalwayslessthanthat
oftheparticipantsinthesmallgroup,thatis,the
incomeofthestrategyyisalwayslessthanthatof
theevolutionarystabilitystrategyx,therefore,the
groupwillbesuccessfullyinvadedbytheevolutionary
stabilitystrategyx,andthemembersofthegroup
willeventually adopt the evolutionary stability
strategy.
 Theoptimalresponsedynamicequationcanbeused
toanalyzetheevolutionarystabilitystrategyofsmall
groupmemberswithfastlearningability[13].

2 Networkmodel
 Clusterroutingprotocolisusedtodividethe
wirelesssensornetworkintoseveralinterconnected
clusters[14].Eachclusterhasaclusterheadnode
(CH)andseveralmembernodes.Theclusterhead
nodeiselectedregularly,andithasnoessential
differencewiththemembernodesinthecluster.
 AssumingthatthereareNnodesinthewireless
sensornetwork,theclusterroutingprotocoldivides
thenetworkintokclusters,whicharerecordedas
C1,C2,…,Ck,andthenumberofmembernodesin
eachclusterisMi(i=1,2,…,r).Fig.1showsthe
networkmodel.
 Theenergyconsumptionofnodesin wireless
sensornetworksisverylimited,andtheoperationof
IDSoneachnodewillinevitablyincreasetheenergy
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consumptionofnodesandreducetheworkingtimeof
nodes[15].Therefore,weusedistributedcentralized
hybridintrusiondetectionsystem tobalancethe
energyconsumptionanddetectionperformanceofthe
network.Distributedandcentralized mixed mode
referstothateverysensornodeinthenetworkhas
installedanintrusiondetectionsystem,butnotall
nodesrunanintrusiondetectionsystem.Inorderto
save energy consumption, only the intrusion
detectionsystemontheclusterheadisopenedto
identifytheattackbehaviorofmalicioussensornodes
inthecluster.

Fig.1 Intrusiondetectionnetwork modelofwirelesssensor
network

 Whenasensornodeisselectedasaclusterhead,
itsintrusiondetectionsystem willwakeupatthe
sametime,andtheintrusiondetectionsystemonthe
membernodesinthecluster willbe disabled.
Therefore,inthisstudy,clusterheadnodetakeson
thefunctionofintrusiondetection.
 Ifthereare multiple maliciousnodesinthe
network,theycanchoosetoattacktheclusterhead
node,ortheycanchoosenottoattackandparticipate
inthenormalworkofthenetwork[16].Previous
researchworkusuallyassumesthatmalicioussensor
nodesarecompletelyrationalandattackthenetwork
onlyonce,whichisnotinline withtheactual
situation.Therefore,assumingthatthemalicious
sensornodesarelimitedrational,theyattackthe
networkmanytimes,andtheirattackmethodsare
various.

3 Gamemodel
 Ifthebehaviorofthemalicioussensornodeis
known,thenodecaneasilydecidewhethertostart
theintrusion detectionsystem.Ifthe malicious
sensornodechoosestoattackthenetworkandthe
clusterheadchoosesnottoturnontheintrusion
detectionsystem,itwillsufferaheavyloss.Ifthe
maliciousnodeschoosetoparticipateinthenormal
networkoperationinsteadofattackingthenetwork,
theclusterheadcanonlywasteenergytostartthe
intrusiondetectionsystem.
 Theoptimalresponsedynamicsisoneofthetypical

dynamicmechanismsinevolutionarygametheory.
Underthismechanism,participantslacktheabilityof
accuratepredictionincomplexsituations,butthey
havetheabilityoffastlearning.Aftereachgame,
participantswillevaluatetheresultsofthegameand
adjusttheirstrategiesaccordingly.
 Accordingtotheevolutionarygametheory,the
evolutionarygamemodelofmalicioussensornode
attack based on the optimalresponse dynamics
RADEGM=(A,AS,P,U)isconstructed.
 1)A={A1,A2,…An}isthesetofallmalicious
sensornodes,wherenisthenumberofattackers;
 2)AS={A,N}istheattacker’sstrategyspace,
whichAmeans“attack”,Nmeans“notattack”;
 3)P={p1,p2}isthesetofattackprobabilitiesfor
attackers,wherep1representstheprobabilityofthe
attackertoselectstrategyA,andp2representsthe
probabilityoftheattackertoselectstrategyN;
 4)U={U1,U2}isthesetofprofitfunctionsunder
different strategies, where U1 represents the
attacker’s benefit under strategy A,and U2

representsthebenefitofstrategyN.
 The malicioussensornodes willdestroythe
networkthrough cooperation,and they can be
characterized as problems of cooperation and
betrayal.Inthecontextofevolutionary games,
punishmentcan promotecooperation. Whenthe
strategiesadoptedbythetwosidesaredifferent,
maliciousnodeswillpunishthetraitors,thatis,they
wouldratherpayacertainpriceforthemselves,but
alsomakethetraitorspayaheavyprice.
 Letb1bethebenefitwhenbothattackerschoose
nottoattack,andb2 bethebenefitwhenboth
attackerschoosetoattack,andb2>b1.βisthe
punishment that the attacker receives when
betraying,γisthepricepaidbytheattackerto
punishthebetrayer,andγ>b2-b1,β>γ.Their
incomematrixisshowninTable1.

Table1 Benefitmatrixofattacker
Strategy Attack Notattack

Attack (b2,b2) (b2-γ,b1-β)
Notattack (b1-β,b2-γ) (b1,b1)

 Fromtheabovebenefitmatrix,itcanbeseenthat
thisgameisacoordinationgame.Throughanalysis,
weknowthisgamemodelhastwopurestrategyNash
Equilibrium(A,A)and(N,N),inwhichstrategy
combination(A,A)isParetooptimalstrategy,but
consideringthe other party’s rationality,the
possibility ofstrategy combination (N,N)is
relativelylarge.
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4 Analysisofgamemodel
 Basedontheevolutionarygame modelofthe
optimalresponsedynamicattack,weusetheoptimal
response dynamics to dynamically analyze the
strategychangesbetweenattackerstofindoutthe
stable attack behavior of attackers with the
continuousevolutionoftime.
 Theoptimalresponsedynamicequation[13]is

Nt+1=f(Nt)=
n, U1>U2,
Nt,U1=U2,
0, U1<U2, (2)

whereNtisthenumberofselectionstrategiesamong
nparticipantsattimet.
 Thedynamicequationofoptimalresponseshows
thatwhenthebenefitofstrategyAisgreaterthan
thatofstrategyN,allparticipantscanmakethe
optimalresponseatthenextmoment,thatis,all
participantswilladoptstrategyA,otherwiseall
participants willadoptstrategy N atthe next
moment.Whenthetwobenefitsareequal,the
numberofparticipantsadoptingstrategyAremains
unchanged.
 Basedontheoptimalresponsedynamicequation,it
isassumedthatallattackersplayacirclegame,that
is,theyareallinthesamecircleandplayrepeated
gameswiththeirleftandrightneighbors.Inthe
processofgame,low-incomepeoplelearntheattack
strategywithhigherprofitsthantheirownstrategy.
 Amongtheneighborsofattackeri,thenumberof
neighborswhochoosestrategyAisqi,tattimet,
whichcanbe0,1and2.Thenthenumberof
neighborsselectingstrategyNis2-qi,t,whichalso
hasthreevaluesof0,1and2.Whenselecting
strategyAattimet,thebenefitisU1=b2qi,t+(b2-
γ)(2-qi,t).ThenthebenefitofselectingstrategyN
isU2=(b1-β)qi,t+b1 2-qi,t  .LetU1=U2,then

q=2
(γ+b1-b2)

β+γ
.

 Thechangeequationofthestrategyobtainedfrom
theoptimalresponsedynamicequationis

Si,t+1=
A, qi,t>q,
Si,t,qi,t =q,
N, qi,t<q, (3)

whereSi,trepresentsthestrategyselectedbyattacker
iattimet.
 Becauseγ>b2-b1andβ>γ,soq<1.Sinceqi,tcan
onlytakethevaluesof0,1and2,qi,tcantakethe
valuesof1and2whenqi,t>q,therefore,whenan

attackerhasoneortwoneighborswhoadoptstrategy
Aattimet,thatis,aslongasaneighborchooses
strategyA,itwilladoptstrategyAattimet+1.
Whenqi,t<q,qi,tisonly0.Thus,whentheattacker
hasnotoneneighborwhoselectsstrategyAattime
t,thatistosay,itsneighborsalladoptstrategyN,
anditwilladoptthestrategyNinattimet+1.To
sumup,theattacker’sstrategychoiceattimethas
nothingto do withitself,butdepends onits
neighbor’sstrategychoiceattimet.
 Thenumberofplayersinacirclegamewillaffect
the result of the game. The following is a
classificationdiscussionofthecirclegame.
 First,wediscussthecaseofodd numbers,
assumingthattherearefiveattackersdistributedon
thecircumference.Becausetheattackerhastwo
strategiestochoose,thegamehas32initialstates.
AccordingtothenumberofstrategyA,alltheinitial
statescanbedividedinto8cases:0A,1A,adjacent
2A,non-adjacent2A,adjacent3A,non-adjacent3A,
adjacent4A,5A.
 WhenallfiveattackerschoosestrategyA or
strategyNatfirst,thestrategiesofallattackerswill
notchangewiththeevolutionoftime.
 IfonlyoneattackerchoosesstrategyA atthe
beginningofthegame,thatistosay,theinitialstate
is(A,A,A,A,A),thenafterfourstagesofstrategy
evolution,allattackersfinallyreachthestablestate
ofadoptingstrategyA.Thechangeofstrategyis
showninFig.2.Itcanbeseenthatthestrategy
changeprocesshasincludedthreeinitialadjustment
processes:non-adjacent2A,non-adjacent3A and
4A,whichneedthree,twoandoneadjustmentstages
toreachstablestate,respectively.

Fig.2 Evolutionprocessininitialstate(A,A,A,A,A)

 Itcan beseenfrom Figs.3and4thatthe
adjustmentprocessoftwo neighboringattackers
adoptingstrategyAonlyneedstwostages,andthree
neighboringattackersadoptingstrategyAonlyneeds
onestage.
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Fig.3 Evolutionprocessininitialstate(A,A,N,N,N)

Fig.4 Evolutionprocessininitialstate(A,A,A,N,N)

 Next,weanalyzetheevennumbersituation.
Supposingsixattackersareinsixdifferentpositions
ofthecircle,thereare64initialstatesinthecircle
game.Weonlydiscusssomeofthem.
 InFig.5,atthebeginningofthegame,ifonlyone
attackerusesstrategyA,whileotherattackersuse
strategy N. The optimal response dynamic
mechanismdoesnotmaketheattackers’strategies
convergetoastablestate,butthestrategieschange
backandforthbetween(A,N,A,N,A,N)and(N,
A,N,A,N,A).

Fig.5 Evolutionprocessininitialstate(A,N,N,N,N,N)

 InFig.6,twonon-adjacentattackersinitiallyadopt
strategyA,whileotherattackersadoptstrategyN.
Afterseveralroundsofevolution,theattacker’s
strategydoesnottendtobestable,butfallsintoa

cycle.

Fig.6 Evolutionprocessininitialstate(A,N,A,N,N,N)

 InFig.7,twoattackerswhoarenotadjacentto
eachotheradoptstrategyA,whileotherattackers
adopt strategy N. Through repeated game
adjustment,allattackersfinallychoosestrategies,
andthegamereachesastablestate.

Fig.7 Evolutionprocessininitialstate(A,N,N,A,N,N)

 Throughtheabovespecificanalysis,assumingthat
therearenattackersinndifferentpositionsonthe
circumference,thefollowinggeneralconclusionscan
bedrawn.
 Conclusion1 Whennattackersinitiallyadoptthe
strategyA,thefinalstablestateisthatallattackers
adoptthestrategy.
 Conclusion2 Whennisanoddnumber,ifthereis
anattackeradoptingstrategyAatthebeginningof
thegameorintheprocessofthegame,allthe
attackersfinallyadoptstrategyA.
 Conclusion3 Whennisanevennumber,ifthere
arenotwoadjacentattackersusingstrategyAatthe
sametimeatthebeginningorintheprocessofthe
game,allattackerswillnotconvergetoastablestate
andcanonlyfallintoperiodicchanges.
 Conclusion4 Whennisanevennumber,iftwo
adjacentattackersadoptstrategyAatthebeginning
ofthegameorintheprocessofthegame,aftera
limitednumberofgames,alltheattackers will
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eventuallyconvergetothestablestateofstrategyA.
 Conclusion 5 By arrangingtheattacker’s
strategy,oneoftheabovefourconclusions will
appearinthegame,andtheywillfollowthesame
evolutionarystateinthefuture.

5 Experimentalresultsandanalysis
 Inthesimulationexperiment,pythonprogramming
languageisusedtosimulatetheattackbehaviorof
malicioussensornodesinwirelesssensornetworks.
Onehundredsensornodesarerandomlydeployedin
themonitoringarea.Oncedeployedsuccessfully,the
sensornodescannotbemovedandtheirenergycannot
berecovered.Thebasestationislocatedoutsidethe
monitoringareaanditsenergycanberecovered.In
wirelesssensornetwork,LEACHclusteringprotocol
is used to divide the network topology. The
probabilityofnodebeingselectedasclusterheadis
settobe0.1,thentherewillbeabout10cluster
headsinthenetwork.Thesimulationparametersare
showninTable2.

Table2 Networkparameters

Parameter Value Description

X/m 200 Lengthofmonitoringarea
Y/m 200 Widthofmonitoringarea
N 100 Numberofnodes

BX/m 100 Abscissavalueofbasestation
BY/m 250 Ordinatevalueofbasestation
CP LEACH Clusteringprotocol
Pc 0.1 ProbabilityofbeingCH
Eo/J 2 Initialenergy

Eelec/(nJ·bit) 50
Unit energy consumption for
sendingorreceivingdata

Efs/(pJ·bit·m-2) 10 Freespacechannelmodel

Emp/(pJ·bit·m-2) 0.013
Multi-path attenuation channel
model

Fig.8 Networkwithoutclustering

 Firstly,therearethreemalicioussensornodesin
thenetwork,whichattacktheclusterhead.Fig.8

showsthenetworktopologywhenthenetworkisnot
clustered,andFig.9showsthenetworkstructure
afteradoptingLEACH[17]clusteringprotocol.
 Thefollow-upsimulationexperimentsarecarried
outaccordingtotheparityofthenumberofmalicious
sensornodesinthenetwork.
 Firstly,thenumberofmaliciousnodesinthe
networkissettobe5.Accordingtotheoptimal
response dynamic mechanism, the simulation
experimentiscarriedoutonthechangeofinitial
strategyofmaliciousnodeswithtimeevolution.

Fig.9 Networkafterclustering

 Figs.10-12showthechangeprocessesunder
differentinitialstrategystateswhentherearefive
malicioussensornodesinthenetwork.Whenone,
twoorthreemalicioussensornodeschoosestrategyA
intheinitialstageofthegame,thegameeventually
reachesastablestatewiththepassageoftime,and
allattackerschoosestrategyA.Itcanbeseenfrom
thechangesofstrategiesinFigs.10-12thattheyare
consistentwiththeconclusion.Ifthemoremalicious
sensornodesarechosentoattackatthebeginningof
thegame,thefastertheconvergencespeedwillbe.

Fig.10 ChangesofstrategieswithonestrategyA

 Next,thenumberof maliciousnodesinthe
networkiseven.
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Fig.11 ChangesofstrategieswithtwostrategiesA

Fig.12 ChangeofstrategieswiththreestrategiesA

 Thenumberofmaliciousnodesischangedto6,
andthesimulationexperimentsarecarriedoutunder
differentstrategies,whichare(A,N,A,N,N,N),
(A,N,A,N,N,N),(A,A,N,N,N,N)and(A,N,
N,A,N,N).
 Figs.13and14showthatinthecaseofinitial
strategies(A,N,A,N,N,N)and(A,N,A,N,N,
N),thesystemdoesnotreachastablestate,andthe
probabilityofeachmaliciousnodeselectionattackis
50%.

Fig.13 Changesofstrategiesunder(A,N,A,N,N,N)

 Figs.15 and 16 show thatundertheinitial
strategies(A,A,N,N,N,N)and(A,N,N,A,N,

N),thesystemfinallyreachesastablestate,andthe
attackerfinallychoosestoattack.Duringthegame
wheretheinitialstrategiesis(A,N,N,A,N,N),
twoneighboringattackersadoptstrategyAatthe
sametime.Theexperimentalresultsareinlinewith
theconclusion.

Fig.14 Changesofstrategiesunder(A,N,A,N,N,N)

Fig.15 Changesofstrategiesunder(A,A,N,N,N,N)

Fig.16 Changesofstrategiesunder(A,N,N,A,N,N)

 Thesimulationresultsareconsistentwiththe
conclusion. The evolutionary game results of
malicious nodes based on the optimalresponse
dynamicsareclosely relatedtothe number of
attackersinthenetworkandtheinitialstrategies.
However,thesystemwilleventuallyreachastable
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stateaftercontinuousevolutionbysettingtheinitial
strategies,thatis,allmalicioussensornodeswill
launchattacks.

6 Conclusions
 Startingfromthelimitedrationalityofmalicious
sensornodes,weintroducetheevolutionarygame
theory,constructsanattackevolutionarygamemodel
basedontheoptimalresponsedynamics,andanalyzes
thebehaviorofnodesbasedonthenodebenefit.The
trendofattackevolutioniscloselyrelatedtothe
numberofmalicioussensornodesinthenetworkand
theinitialstrategies.Sincetheattackercansetthe
initialstrategies,allmalicioussensornodes will
eventuallyattackthenetwork.andthe malicious
sensornodewillattacktheclusterhead,thereforethe
clusterheadshouldstarttheintrusion detection
systemfordefense.Thesimulationresultsshowthe
rationalityandvalidityoftheevolutionarymodel,and
providesubstantive guidanceforthesubsequent
developmentofdefensestrategyofintrusiondetection
systeminwirelesssensornetworks.
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基于最优反应动态的恶意传感器节点行为分析

巩俊辉,胡晓辉,洪 鹏

(兰州交通大学 电子与信息工程学院,甘肃 兰州730070)

摘 要: 无线传感器网络极易遭受各种安全威胁,基于博弈论的入侵检测方法能有效平衡系统的检测率和

能耗,对恶意传感器节点攻击行为的准确分析有助于更好地配置入侵检测系统,减少不必要的系统消耗,提

升检测效率。但是,传统博弈模型的完全理性假设常常导致建立的模型与实际攻防场景不符,为了能够制定

合理且有效地入侵检测策略,引入了演化博弈论,建立了基于最优反应动态的攻击演化博弈模型,对恶意传

感器节点的攻击行为进行了分析。理论分析和仿真实验结果表明,攻击演化趋势与网络中恶意传感器数量

的奇偶性以及策略的初始状态密切相关,攻击者可以通过设定初始策略使所有恶意传感器节点最终都会发

起攻击。该研究对指导制定入侵检测系统的防御策略具有重要意义。
关键词: 无线传感器网络;入侵检测;恶意节点;演化博弈;最优反应动态

引用格式: GONGJunhui,HUXiaohui,HONGPeng.Behavioranalysisofmalicioussensornodesbasedon
optimalresponsedynamics.JournalofMeasurementScienceandInstrumentation,2022,13(1):
96-104.DOI:10.3969/j.issn.1674-8042.2022.01.011

401 JournalofMeasurementScienceandInstrumentation Vol.13No.1,Mar.2022


