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A novel mathematical model on Peer-to-Peer botnet
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Abstract: Peer-to-Peer (P2P) botnet has emerged as one of the most serious threats to Internet security. To effectively elimi-
nate P2P botnet, a delayed SEIR model is proposed, which can portray the formation process of P2P botnet. Then, the local
stability at equilibria is carefully analyzed by considering the cigenvalues’ distributed ranges of characteristic equations. Both
mathematical analysis and numerical simulations show that the dynamical features of the proposed model rely on the basic re-
production number and time delay . The results can help us to better understand the propagation behaviors of P2P botnet

and design effective counter-botnet methods.
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0 Introduction

Botnet is a network with thousands (or more) of
compromised hosts running malicious software un-
der the control of a bot-master, which usually re-
cruits new vulnerable computers by running all kinds
of malicious softwares, such as Trojan horses,
worms and computer viruses, etc'’’. Botnets with a
large number of zombie hosts are usually used for
distributed denial-of-service attacks (DDoS), email
spam and password cracking, etc'’?’. Botnets have
been turned out to be one of the most serious threats
to Internet”’ .

The first botnet is Internet relay chat (IRC) bot-
net where the attacker establishes an IRC server and
opens a specific channel to transmit its commands
and bots connect to the channel to accept com-
mands* . This architecture is easy to be constructed
and efficient for the communication between bots
and their master. However, there is a severe default
that shutting off servers of botnets will result in all
bots losing contact with their bot-master. In addit-
ion, botnets are easily checked and cracked by de-
fenders. In comparison, Peer-to-Peer (P2P) botnets
employing a distributed command-and-control struc-
ture are more robust and difficult for security com-
munity to defend. Thus, P2P botnets, such as Tro-
jan. Peacomm, Storm botnet™, have emerged and
become popular in recent years. Also, P2P botnets
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represent an escalation in the increasingly sophisti-
cated technological antagonism between attackers
and defenders. Further, the potential for more
damage exits in the future.

Therefore, security researchers must develop new
methods to mitigate the threat of P2P botnet. At pr-
esent, there is a lot of research on P2P botnet™""".
Inspired by the Storm botnet, the authors™ devel-
oped a stochastic model of P2P botnet formation,
which provided insight into possible defense tactics.
YAN et al.'® mathematically analyzed the perfor-
mance of a new type of P2P botnet — Anti-Bot from
perspectives of reachability, resilience to pollution
and scalability. Meanwhile, they developed a P2P
botnet simulator to evaluate the effectiveness of the-
oretical analysis. Furthermore, the authors suggest
some potential defense schemes for defenders to ef-
fectively destroy Anti-Bot operations. Kolesnichen-
ko et al."” developed the mean-field model to ana-
lyze P2P botnet behaviors and compared it with sim-
ulations obtained from the Moebius tool. The results
show that mean-field method is much faster than
simulation for defending botnet. These existing re-
searches provide wide insight for us to deeply under-
stand propagation mechanism of P2P botnets. How-
ever, their work is only concentrated on a kind of
specific botnet.

To describe the dynamics of P2P botnets in a more
effective way, we employ the epidemic model of
computer worms, which has been widely used by
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many researchers to study Internet malware propa-
gation"™". As many botnets are created by com-
puter worms ", it is reasonable to describe the
prevalence of P2P botnets using the model of worm
propagation. In this paper, the dynamics of Leach-
ing P2P botnet are investigated. In a Leaching P2P
botnet, bot-masters recruit new zombies on the
whole Internet. For constructing this kind of P2P
botnet, there are two steps: the first step is trying
to infect new vulnerable hosts throughout the whole
Internet, and the second step is joining newly com-
promised hosts into network and connecting them
with other bots?’. Directing at the formation of
Leaching P2P botnet , a delayed SEIR model is pro-
posed and studied in this paper.

1 Delayed SEIR model

Assume that every node in the network is viewed
as a host, the state of which can be S of the suscep-
tible hosts, E of the infected but not infective
hosts, I of the infective hosts, and R of the recov-
ered hosts. As a result, we propose the following
model that can be represented as a flow diagram
(see Fig.1) or as a set of coupled differential
equations as follows:
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Fig.1 Flow diagram for SEIR model with delay
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where A is the new number of the hosts; x is the
death rate of the hosts; ¢ is the transition rate from
E to I, and B is the constant contact rate between [
and S. The term de “I(z — ¢ ) represents that an in-
dividual has survived natural death in I before
recovering.

System (1) needs to be analyzed with the initial
condition

S(t) =0, E(¢t) =
I1(z) =0, R(t) =

t € 10,0] and
0), t€[—1,9).

Summing up the four equations of system (1) and
denoting the number of the total hosts by N (1),
one can obtain the following equation

d]\[(t)

dr :A*/J]\](Z).

Hence, solutions of system (1) need to satisfy the
following condition

S(t)+E()+ I(t)+ R(r)<*=

The feasible region of system (1) can be described

as
.| 0<S() < N(1), 0= E(1) <N(1), 0= 1(1) < N(£), 0= R(6) < N(0).]
D=1 E LR s+ E() + 100 + R() = N0, S +EW IO+ RO <[

2 Mathematical analysis of equilibria

In this section, we will analyze the dynamical be-
havior of system (1) by investigating the stability of
its equilibria. Notably, the first three equations in
system (1) do not depend on the fourth equation;
therefore, without loss of generality, the fourth
equation can be omitted and system (1) can be re-
written as

Jif A= BS()I(e) — pS(2),

d—E—/BS(t)I(t)—(/HB)E(t) (2)

Ef = OE(t) — pl(2) — 8¢ “I(t — 7).

Now, we analyze system (2) by finding the equi-
libria and their dynamical features. The equilibria
of system (2) are given by solutions of

A= BS(e)I(t) — puS(2) =0,
BS(t)I(t) — (e + 6)E(t) =0,
OE(t) — pd(t) — 8e “I(t — ) = 0. (3)

System (2) always has a free-equilibrium
QO = (So an,Io) = (%,0,0).

Further, denote

8AS
#(#+8)(/j+6€ )

Ry = (4)

If Ry>1, system (2) has a endemic-equilibrium



64 Journal of Measurement Science and Instrumentation

Vol.5 No.4, Dec. 2014

Q" =.(S",E",I")

where
g — Ap — AR — p(p + Se ) + 6)
B ’
B - ABS — p(p+ 8e ™ (u+6)
po (s +9) ’

" = A,@B—#(# + Jde ’“(/,L + 8)
Bu+0)(ptoe™)

2.1 Stability of free-equilibrium Q,

The characteristic equation of system (1) at Q, is

A
A 0 Bﬂ
det] g _(u+d) -2 p% =0,
0 B — (8 4+ p) — A
(5)
which is equivalent to
(g +2)(A+ax+b) =0, (6)

b= (u+8)(p+oe™) —5@%.

Eq. (6) always has a negative characteristic root:
A =— p. Other roots of Eq.(6) are determined by
the following equation

Mrar+b=0. (7)

Obviously, when R, <1, in accordance with the
relationship between roots and coefficients of qua-
dratic equation, there is no positive real part char-
acteristic root of Eq. (7). Hence, the following the-
orem holds.

Theorem 1 If R, <1, the free-equilibrium point
Q, is locally asymptotically stable; if Ry>1, Q, is
unstable.

2.2 Dynamical properties of endemic-equilib-
rium Q"

In this subsection, using time delay as the bifurca-
tion parameter, we investigate the Hopf bifurcation
for system (2). The Jacobian matrix of system (2)

where a=2u+o+de’, at Q" is
(== B =2 0 - gS” l
J(Q") = Bl — (e +8) =2 BS” : (8)
0 B —de e = p— A

The corresponding characteristic equation of

J(Q" ) has the following form

At po (X + p (DDA + py+ (pi(D)A% + p (DA + ps(T))e ™ =0, (9)

where polr) =3pu+pl" + 5,

pr(e) = p(p +8)(pn+ pI7) + 6f7e"S" 1",
ps(2) = (4 ) (e + LYo,

pa(z) = (8+2p+ pI")e ™,
When r = 0, Eq. (9) can be simplified to
A qe(0)2% + g, (004 + ¢,(0) =0,  (10)
q0(0) = po(0) + p;(0),
q:(0) = p,(0) + p,(0),!
3:(0) = p,(0) + ps(0).

where

According to the Routh-Hurwitz criterion, the re-

P (r) =3 + 28+ BI° + Bul ™ + 88",

pi(z) = de ™,

al parts of all roots of Eq. (10) are negative if and
only if ¢,(0)>0, (i=0,1,2) and ¢,(0)¢q,(0) —
q,(0)>0 hold.

Lemmal If R,>1, the endemic-equilibrium Q"
of system (2) is locally asymptotically stable when ¢
= 0and q,q9, — ¢g,>0.

Next, we will discuss the properties of Q" when
>0.If A = iw(w > 0) is a solution of Eq.(9),
separating real and imaginary parts, we derive that

—w + p(Dw+ py(t)wcos”™ + (p3(t)w” — ps(7))sin”™ = 0,

= po(D)w” + pr (1) + py(D)wsin™ + (ps(z) — p3(z))cos”™ = 0. (11)

Squaring and adding the two equations of
Eq. (11), it follows that

0+ g0+ g +gy =0, (12)

where g1 = by —2p1 — b3,

g2 = b1 —2pobr — Pi +2P3bss

2 2
g3 = P2 — ps-

Let = = ” and rewrite Eq. (12) as
z3+g122+g22+g3:0. (13)

Denote
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h(z) =2 +g,2° +g,2 + g5.

Since limh (z) =+ oo, Eq. (34) at least has a posi-

e—>00

tive real root when g;<0. Suppose

H(1): g3 < 0.

In the following, we will discuss the distributions
of the positive roots of Eq. (13).
Lemma 2 Define

4 1 4 2 ’
A= 7582 ~ 578182 T 57818 ~ 3818:8: + &3

Then, the necessary and sufficient conditions for
Eq. (13) to have one simple positive real root for z
are

(i) either g, >0, g,=>0 and g; >3g,, or g,<0;

(ii) A < 0.

(Detailed proof can be seen in Ref.[23]).

Assuming that z, is a positive root of Eq.(34),
then Eq. (12) has a positive root w, = v/ z,. It fol-
lows from Eq. (11) that
hy+ h, + hy + h,

hi + he

C()Swl) —

where
4
hl - p4CU 5

da _

Ae “(ps A7 + pad Tt ps)

hy == pipsw’,
hs = P()(P3 - Ps)wz,
hy = p(ps = ps),

hs = piw,
he = ps = Ds-
Therefore
) = i{arcms hy + h% * hg + hy }
@o h + hi )
7 =0,1,2,-.

Then + iw, is a pair of purely imaginary roots of
Eq. (9) with 7}, Define

7o = min{c)|. (14)

Further, we need verify the transversality condi-
tion

dRe(A (7))

qr #0. (15)

T

Taking the derivative of A with respect to 7 in
Eq. (9), it is easy to obtain

de 327+ 2pgA + py + [2psA + py —

Substituting A = iw, into Eq. (16), one has

da

t(psA + pyd + ps)le ™ (16)

Ry ik,

dr ey ks ik

where ky, = pswosin®™ — pywpsin® — pywycos”™ , ky = pswocos” + pywosin® — piwpcos”,
ky = p, — 3wy + pywesin®™ + pycos” + psrwgcos”™ — purwesin® — psrcos”,
ky = 2pow + 2pswecos”™ — pusin” — pyrwsin® — p,twycos” + psrsin® .
Therefore ble for 0 << ¢ < ., and is unstable for r = r,, with
a Hopf bifurcation occurring when = = <.
dRe(A (7)) kiky = kyky p &
dr N S > . . .
0 o 3 Numerical simulations
Suppose . . o
In this section, we perform some numerical simu-
H(2): dRe(A (7)) £ 0. lations to verify our mathematical analysis. In the
dz =1, first part, to check Theorem 1, we choose a set of

Summarizing the above analysis, it is easy to ob-
tain the following theorem.

Theorem 2 If Lemmas 1 and 2, H(1) and H(2)
satisfied, by combining Ref.[24], the following re-
sults hold: there exists r, such that the endemic-
equilibrium Q" of system (1) is asymptotically sta-

parameters as follows: A =20, . =0.3, 3 =0.02
and 6 = 0.7. By calculations, we can get R, =
0.953 1. Fig.2 demonstrates that simulation results
are consistent with the mathematical analysis. From
Fig.2, we can see that the P2P botnet will be com-
pletely controlled when R, < 1. The conclusion
agrees with Theorem 1.
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Fig.2 P2P botnet propagation results with R, =0.953 1

Moreover, we choose A = 10, x = 0.12, B =
0.02and & = 0.6 to verify Theorem 2. By calcula-
tions, we have r, = 2.532 3 and R, =2.467 9. We
depict the dynamic properties of the endemic-equi-
librium Q" of system (1) atz = 2and z. = 2.532 3
in Figs.3 and 4, respectively.

100
90} — &}
sof !
70
60
sof

Number of hosts

20

40} ¢
30/

10L/‘\/v

oh

-10
0 50 100 150

Fig.3 P2P botnet propagation results with R, = 2.467 9
andr = 2
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Fig.4 P2P botnet propagation results with R, = 2.467 9
andr, = 2.532 3

Fig.3 shows that the trajectory converges to the
endemic-equilibrium when = = 2. System (1) is peri-
odic solutions when z. = 2.532 3in Fig.4. The con-
clusion agrees with Theorem 2. To well demonstrate
Hopf bifurcation, we depict the phase space at z, =
2.532 3in Fig.5.
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Fig.5 Phase space with z, = 2.532 3

From the conclusion of Theorems 1 and 2, we
learn that it is necessary for eliminating P2P botnet
prevalence in networks to make by corresponding
countermeasures.

4 Conclusion

According to the formation of Leaching P2P bot-
nets, a novel P2P botnet propagation model is prop-
osed in this paper. It has been demonstrated that
Hopf bifurcation occurs when the time delay passes
through a critical value. In addition, stability has
been investigated by considering different distribut-
ed ranges of R,. Furthermore, numerical simula-
tions have been carried out to verify the correctness
of mathematical analysis. The results have also
shown that the dynamical features of system (1) re-
ly on the basic reproduction number R, and time de-
lay . The value of = will impact on the stability and
Hopf bifurcation of equilibria, and R, <1 can guar-
antee the extinction of P2P botnet. Decreasing the
value of A or ¢ can lead to R,<1, which gives us in-
spiration for predicting and preventing P2P botnet
prevalence on the Internet.
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